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1. Transmitted is revised Department of VeterAfiairs, Veterans Health Services and Research Attnation
Manual M-1, "Operations,” Part |, "Medical Administion Activities," Chapter 9, "Release of Meditaformation."
Because of the extensive revision, brackets havbe®n used to identify changes.

2. The purpose of this revision, other than editpis to consolidate all previous instructiona celease of
information, and to:

a. Provide instructions for complying with praeiss of the Privacy Act.
b. Provide instructions for complying with prawiss of the Freedom of Information Act.

c. Provide revision of the instructions on thiease of information from drug and alcohol abusédtion with the
human immunodeficiency virus, and sickle cell areemedical records.

3. Filing Instructions
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4. RESCISSIONS: M-1, Part I, Chapter 9, dated March 15, 1974, Brrdta; Circular 10-88-134 and Supp. No. 1
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CHAPTER 9. RELEASE OF MEDICAL INFORMATION
SECTION I. FOIA (FREEDOM OF INFORMATION ACT)
9.01 GENERAL

The FOIA requires disclosure of VA records, or aegsonably segregable portion of a record, topagngon upon
written request. A FOIA request may be made bymergon (including foreign citizens), partnershigsporations,
associations and foreign, state or local governsefHS&RA (Veterans Health Services and ReseawmmiAistration)
administrative records will be made available ® gineatest extent possible in keeping with thatsgd intent of the
FOIA. Before releasing records in response to BAR®quest, the record will be reviewed to detemriirall or only
parts of it can be released. For example, a réguery ask for copies of correspondence on agoéati subject. If VA
has one or more letters that are applicable andbearleased, but the letters contain names ofithgils and other
personal information, the personal identifying mmfiation can be withheld. The remaining parts efl#iter(s), with the
personal information deleted, cannot be withh&dnsequently, VA will release the letters, but pleesonal information
will be deleted. This process of editing or deletis referred to as "segregation” or "redaction.”

9.02 DEFINITIONS

a. Health care facility. For the purpose of this chapter, the term hezlthk facility includes all offices and facilities
under the jurisdiction of VHS&RA.

b. Official Records. These are records which are obtained, createdhaittained by VA. The term "record”
includes paper documents, photographs, microfilovienfilm, audio tapes, magnetic computer tape,&adtronic
impulses stored in a computer memory which canlttailmed by an existing computer program or printout

c. Non-official Records. These are records which are maintained and udgdyp the individual who wrote them.
Their maintenance should remain separate fromialffiecords. They must not be shown to anyonebearequired by
or under the control of VA so that the individudlavmaintains the records could destroy them atiamg. These
records are not subject to the FOIA.

d. FOIA Officer. Normally, the Chief, Medical Administration Sesgiis designated as the facility FOIA Officer.
9.03 ACCESS

a. Records or information customarily furnishedhe public in the regular course of the perforoeaof official
duties may be furnished without a written requéstequest for access to official records underfiB¢A must be in
writing over the signature of the requester andarably describe the records so that they maydagdd; 38 CFR 1.553
provides that FOIA requests must be in writing.isTgrocedure should not be waived for reasons blipinterest,
simplicity or speed. Written requests provide si®#o support a possible appeal. Generally,éqaest does not have
to be designated a FOIA request and the individoak not have to explain why access to officiabrés is desired.
Requests from individuals for information aboutrtiselves should be processed

9-1



M-1, Part 1 November 30, 1990
Chapter 9

under the FOIA and the Privacy Act. The recordgsbunust be reasonably described so that it cdodaged with a
reasonable amount of effort by an employee whanslfar with the subject area of the request.héf tequest does not
give enough information to identify the record, thguester should be contacted for additional m&dion. The fact
that a request involves searching a large numbexaoirds does not, in and of itself, entitle alfgcio deny the request
on the basis that the records are not reasonabbyided.

b. VA s not required to create or to analyzeeord. VA has no legal obligation to write, reyissassemble,
catalogue or to obtain or produce new documenta feiquester. If an individual requests anothexn&g's records
which are in VA's possession, the individual wi#l &dvised that the request has been referredttadgkacy or that
additional time will be required for VA to consulith such other agency before a determination eaprbvided.

9.04 FEES AND FEE REDUCTIONS AND WAIVERS

a. There are four categories of FOIA requestecsnmercial use requesters; educational and nomrenamel
scientific institutions requesters; requesters at@representatives of news media; and all otlgpregiers. Specific
levels of fees will be charged for each of thedegaries in accordance with 38 CFR 1.555. Wheardscare requested
for commercial use the fee shall be limited to omable standard charges for document search, dtiplic and review.
When records are requested by an educational @onumercial scientific institution for a scholarly scientific
research purpose and not for commercial use, arrepresentative of the news media, the fee wiliroiged to the
reasonable standard charges for document dupiicai other requesters will be charged fees whigtover the full
reasonable direct cost of searching for and remiodiuthe records. Fees will not be charged foffiisetwo hours of
search time or for the first one hundred pageapfidation, except when the requester is seekiagehords for
commercial use. Requesters seeking records fotaathor research purposes, or requests from septatives of the
news media, will be charged only for document digtlon after the first 100 pages. Requestersaafros for
commercial uses will be charged for all searchdunglication, regardless of the amount of time sgeatching or the
number of pages duplicated.

(1) Commercial Use Requesters

(&) A commercial use request means a requestdramn behalf of one who seeks information for @ aspurpose
that furthers the commercial, trade or profit iet#s of the requester or the person on whose bilealéquest is made.
To determine whether a request properly belongisisncategory, consideration must be given to geeta which a
requester will put the documents requested. Wihereise of the records sought is not clear ineélgeest or where there
is reasonable cause to doubt the use to whicletheester will put the records sought, additiontdrimation will be
obtained from the requester before assigning theest to a specific category.

(b) The full direct costs of searching for, ravieg for release, and duplicating the records lélicharged to a
commercial use requester. Such requesters aentitiéd to two hours of free search time nor 1@@ fpages of
reproduced documents. Moreover, the commerciatecpgester will be charged the cost of searchingrfia reviewing
records even if there is ultimately no disclosureegords. Review is the process of examining duemnts located in
response to a commercial use request to determine
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whether the documents must be disclosed under E@#Afor the purposes of withholding any portionsregt from
disclosure under FOIA. Review costs may not ineltithe spent resolving general legal or policyésstegarding the
application of exemptions.

(2) Educational and Non-commercial Scientific Instituton Requesters

(8) An educational institution is a preschogbudlic or private elementary or secondary schaolinatitution of
graduate higher education, an institution of undetgate higher education, an institution of prafess education, and
an institution of vocational education, which ogesaa program or programs of scholarly researahdéfermine
whether a request properly belongs in this categheyrequest must be evaluated to ensure ttmajiparent from the
nature of the request that it serves a scholaslgaech goal of the institution, rather than anviaial goal of the
requester or a commercial goal of the institutidis institutional versus individual test appliesequests from
students as well. For example, a student who makegquest in furtherance of the completion of @s® of instruction
is carrying out an individual research goal andrédgest does not qualify under this category.

(b) A non-commercial scientific institution is@that is not operated on a commercial basis égehm is
referenced under commercial use request) and vidigperated solely for the purpose of conductingrgific research,
the results of which are not intended to promoteparticular product or industry.

(c) These requesters will be charged only forctbst of reproduction, excluding charges for thet 100 pages. In
order to be considered a member of this categamgaester must show that the request is being amdethorized by
and under the auspices of a qualifying instituiod that the records are not sought for a comniars@a If the request
is from an educational institution, the requestesnshow that the records sought are in furtherahseholarly
research. If the request is from a non-commesdi@ntific institution, the requester has to shbat the records are
sought in furtherance of scientific research. imfation necessary to support a claim of being caiegd as an
educational or non-commercial scientific instituti@quester will be provided by the requester.

(3) Representative of the news mediaA representative of the news media is any peastinely gathering news for
an entity that is organized and operated to puldiidiroadcast news to the public. The term "nawsans information
that is about current events or that would be ofent interest to the public. Examples of news imedtities include
television or radio stations broadcasting to thielipwat large, and publishers of periodicals (bnityon those instances
when they can qualify as disseminators of "newsip wake their products available for purchase bsatiption by the
general public. Freelance journalists may be @grhas working for a news organization if they damonstrate a solid
basis for expecting publication through that orgation, even though not actually employed by itpublication
contract would be the clearest proof, but the retprts past publication history can be considelsal arhese requesters
will be charged for the cost of reproduction omycluding charges for the first 100 pages. Tonstuded in this
category, a requester must meet the criteria destiabove, and the request must not be made faneccial use. A
request for records supporting the news dissemindtinction of the requester will not be consideiete a request that
is for commercial use.
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(4) All other requesters. Any requester that does not fit into any of taéegories described above will be charged
fees which recover the full reasonable direct obsearching for and reproducing records that @spansive to the
request, except that the first 100 pages of remtimluand the first two hours of search time wal farnished without
charge.

b.  Any FOIA requester may ask for a waiver or it of the fees for processing a request. Recaili be
furnished without any charge or at a reduced chafrgésclosure of the information is in the pubiliterest because it is
likely to contribute significantly to public undéasiding of the operations or activities of the goweent and is not
primarily in the commercial interest of the reqeestRequests for reduction or waiver of the feiishe considered in
view of the criteria established in 38 CFR 1.555ges will not be charged if the costs of routinblection and
processing of the fees are likely to equal or eddbe amount of the fees. If it is determined thatfees are likely to
exceed $25, the requester will be notified of thngated amount of fees, unless the requestendasated in advance a
willingness to pay fees as high as those anticibaferequester may be requested to make an adypayoeent of fees
when the allowable charges to be assessed arg fikekceed $250, or when a requester has preyitaigd to pay a
fee charged in a timely fashion (i.e., within 3¢/slaf the date of the billing). Where the requekes a history of
prompt payment of FOIA fees and the charges tosbessed are likely to exceed $250, the requedtdrenmotified of
the likely charge and asked to provide satisfackssurance of full payment. Where allowable chaege likely to
exceed $250, a requester with no history of payméhbe required to make payment of an amountathé full
estimated charges.

9.05 TIME LIMITS FOR COMPLIANCE WITH A FOIA REQUEST

a. Arequest for records received at a healté faility will be promptly referred for action the facility's FOIA
Officer. The requester must be notified withint@rkdays after receipt of the request whether ¢ggiest will be
granted or denied. The 10 day time limitation begipon receipt of the request by the office wisatesponsible for
replying. Once the requester has been notifieldgtermination to comply with the request, theudaent(s) will be
made available promptly. A response which deniesjaest for information must include the statutmuyhority
(exemption) which provides for the withholding (¢85 U.S.C. 552(b)(6) disclosure would constitutdearly
unwarranted invasion of personal privacy) as welhee identification of the data being withheld @odhe explanation
of why the records or information involved qualify the exemption being taken. The requesteraisib be advised of
the right to appeal an adverse determination t@teeral Counsel (02), Department of Veterans Affad10 Vermont
Avenue, N.W., Washington, DC 20420. When FOIA epgans are invoked, the exempted portions of ticene: will
be deleted and the segregable nonexempt portidhnisenieleased.

b. In unusual circumstances, extensions of naertitan 10 workdays may be granted in advisingjaester whether
VA will grant or deny the request when one of thkofwing conditions exist:

(1) There is a need to search for and collecteheested records from field facilities that a¥pagate from the office
processing the request;

(2) There is a need to search for, collect aradrése a voluminous amount of separate and distaoctrds which are
demanded in a single request; or
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(3) There is a need for consultation with anotiggncy having substantial interest in the detaatian of the request
or among two or more components of VA having suiigihsubject-matter interest therein.

c. If an extension of time is required to resptmd request, the requester must be advised imgvof the extension,
the reasons for the extension, and the date orhvehdetermination is to be provided.

9.06 EXHAUSTION OF REMEDIES

The requester must comply with the administragikecedures established by the FOIA regarding thialinas well as
the appellate request. Any person who makes a FéldAest is deemed to have exhausted all othemégtrative
remedies if VA fails to comply with the time limttans for response to an initial or appellate resjué\ requester may
file a lawsuit in a Federal district court when \dAes not meet the time limitations imposed by tG&A-

9.07 EXEMPTIONS FROM PUBLIC ACCESS TO VA RECORDS

a. Under subparagraph (b) of the FOIA, 5 U.S82, $here are nine exemptions which permit withimgjf certain
information from disclosure (see 38 CFR 1.554(&)he nine exemptions are discretionary, that sones or
information are not required to be withheld if a®mption applies except where one or more confiditytstatutes,
some of which are discussed in this Chapter, requiithholding of a record or information. It ieetgeneral policy of
VA to disclose information from Department recotdthe maximum extent permitted by law. Theredcireumstances,
however, when a record should not or cannot bédadied in response to a FOIA request. When sudteasion arises,
the FOIA permits records or information, or segtdgaortions thereof, to be withheld under one oravof the
exemptions. These exemptions should be invokel@mying a request only after careful review andsaeration of all
factors surrounding the request. The exemptioas ar

(1) Exemption (1)

(a) This exemption allows VA to exempt from matadg release national defense or foreign policgiinfation
which has been properly classified pursuant topgomapriate Executive Order. As stated in MP-1t RaChapter 5,
which includes VA policy on the handling of clagsif information, VA does not have original clagsition authority.
"Original classification” is the initial determiriah that information requires protection againstwthorized disclosure
in the interest of national security, and a dedignaof the level of classification. Requestsifecords that were
originated and originally classified by another@geshould be referred to the originating agencypfocessing and the
requester notified of the referral.

(b) Requests for information that was previousassified by an original classification authotityat is incorporated,
paraphrased, restated, or generated in new foem\/ih document and has received a derivative claasion (a
determination that information is in substancestme as information that is currently classified a designation of the
level of classification) will be processed as falto The classified information will be deleted ahd FOIA Officer and
the office that generated the document will makietgrmination as to the extent any or all of thmeaieder of the
information can be disclosed. The information Wl redacted and/or disclosed accordingly. A
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redacted version of the disclosed document whicludes the classified information will be refertedhe originating
agency for processing and the requester will b#iedtof the referral. Also, the requester will dgvised of all
withholding of information, the exemption(s) whiphovides for such withholdings, and that the demial/ be appealed
to the General Counsel.

(2) Exemption (2). This exemption has been interpreted to encompasdistinct categories of information;
internal matters of a relatively trivial nature tes@al which is so mundane or trivial that the palsbould not have
legitimate interest in the information), and moubstantial internal matters the disclosure of whictuld allow
circumvention of a statute or agency regulatiog.(enanuals and documents relating to law enforoémeestigations,
instructions, procedures and techniques).

(3) Exemption (3). This exemption directly involves the applicatmiother statutes which, by their terms, require
that certain information must be withheld, or refey particular types of matters to be withhelcarfaples of statutes
which may be cited under this exemption are 38@.3301 (VA claimant name and address informatialg)p 3305
(medical quality assurance information), and 4182d abuse, alcoholism or alcohol abuse, infeatith the human
immunodeficiency virus, or sickle cell anemia medliiceatment information). (See par. 9.08.)

(4) Exemption (4). This exemption concerns privileged or confiddritede secrets and commercial or financial
information obtained from parties outside the Gawgent. For such information to be subject to wetding under this
exemption, it must be shown that (1) disclosutéédy to impair the Government's ability to obtaiacessary
information in the future; or (2) there is likelibd that release will cause the submitter of thermftion substantial
competitive harm. Paragraph 9.09 provides proetiar be followed when responding to FOIA requistbusiness
information.

(5) Exemption (5). This exemption provides that VA records and doentisi need not be disclosed if they are
"interagency or intra-agency memorandums or lettdish would not be available by law to a partyestthan an agency
in litigation with the agency."” The words "memadams” and "letters” are interpreted quite broadly mclude
virtually any document VA produces, including refspaudits, records, contract reports, forms, etc.

(a) Protected by this exemption is material whscbovered by the litigation attorney-client plége, the attorney
work-product privilege, and the deliberative pracpsvilege. The last privilege protects predexisi VA records and
documents created as part of the deliberative id@emaking process. If a document constitutestiects a VA
decision or final opinion, it is clearly not predgonal and so not exempt under this privilege e phedecisional
character of a document is not lost simply becaLiggal decision has been made on the matter.rrivdtion may be
deleted from documents which are created as péaineadeliberative decision-making process whicleotfan
employee's advice, recommendations, opinions,@pggals so long as such advice, recommendatioimspng or
proposals remain predecisional and are not "inaatpd by reference” into final Department decisiofiéncorporated
by reference"” means that the document which reflgwe final decision on the matter makes speatfierence to the
predecisional document as the source or basiséodecision, or that the final decision is recordedctly on the
predecisional document.) Predecisional documeanislase their exempt status under this exemptidAithooses
expressly to adopt or to incorporate by referemod slocuments in a final
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decision or opinion, in statements of policy oenprretations adopted by VA, or instructions tofdtat affect a member
of the public.

(b) In general, it is very difficult to apply thexemption to protect predecisional factual infation; ordinarily,
factual material must be disclosed if the only Wiilding basis for consideration is the deliberafivecess privilege.
However, factual information may be protected whehas been selected out of a larger group ofitddéhformation
and this selecting out is deliberative in natutanay also be withheld under this privilege where factual material is
so inextricably connected to the deliberative pssdbat revealing the factual material would béataount to revealing
the Department's deliberations. In actual appticadf this exemption, the requested document tneiseviewed and the
releasable factual information segregated by biarhkiut the exempt information. (Facts which arensertwined with
exempt portions may be exempted from release whir@ot possible, following the editing of withldable material, to
leave in meaningful portions of factual informatipn

(6) Exemption (6). This exemption allows for the withholding of pensl information that may be contained in any
Department record including personnel, medicatfdad similar files, where the disclosure wouldstitute a clearly
unwarranted invasion of personal privacy. Thisnepon should be considered for information of aspeal nature
regardless of what type of file it is located in, @ven if it exists in a tangible form but notariile.

(a) Application of this exemption requires a Ibaiag between an individual's right to privacy ahd public interest
in the material requested. An employee's job, tiftade and salary are open to public review, winlme address
information generally is not. The first step i tBxemption 6 balancing process requires an aseassfthe privacy
interests at issue. In some instances, the diselax information may involve little or no invasiof privacy because no
expectation of privacy exists. Once it has bedardened that a privacy interest is threatenedibglalsure, the second
step in the balancing process requires an assessirte public interest in disclosure. The measfrthe public
interest is whether the disclosure of the infororain question sheds light directly on the Departisegperformance of
its statutory duties. Information that revealdibr nothing about the Department's own condoetschot meet this
public interest standard. If the information meahis standard then, for purposes of Exemption Buist be disclosed
unless such disclosure would constitute a clearlyauranted invasion of personal privacy. Intimgkesonal details of
an individual's life, for example, have been witllable even when there is some public intereshetype discussed
above, in that information. Individuals who seekards for their own benefit are not acting toHarta public interest.

(b) Where personal information, such as namgeemsonal identifiers, is contained in records thatild otherwise be
releasable, such individual names, other idensifeard information which would reasonably tend &ntify them, may
be blocked out, citing this exemption, where thisneot an overriding public interest in disclosgwrh names or
identifiers. For application of this exemptionrézords protected by the PA, see paragraph 9.08d.

(7) Exemption (7). This exemption provides that VA may refrain frdimclosing investigatory records and
documents which are prepared for law enforcemerggses
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but only to the extent that disclosure of the rdsar information:
(a) Could reasonably be expected to interferk itforcement proceedings;
(b) Would deprive a person of a right to a faaltor an impartial adjudication;
(c) Could reasonably be expected to constituteravarranted invasion of personal privacy;

(d) Could reasonably be expected to disclosedbetity of a confidential source (including a Stabeal, or
foreign agency or authority or any private instaotwhich furnished information on a confidentialsis);

(e) Would disclose techniques and proceduresafsrenforcement investigations or prosecutions, aylévdisclose
guidelines for law enforcement investigations argecutions if such disclosure could reasonablyxpeaed to risk
circumvention of the law, or

() Could reasonably be expected to endangeiifthed physical safety of any individual.

(8) Exemption (8). This exemption concerns Federal agencies invdlvéloe regulation of financial institutions and
is not applicable to VA operations.

(9) Exemption (9). This exemption concerns geological and geophlsit@mation and has no direct application to
VA.

b. All requested records must be reviewed, anealdy line basis, prior to disclosure. Appropziatithholding
and/or deletion (redacting) of information will beade in accordance with the exemptions. All seaskgportions of a
record will be provided to any person who requést#é request for records will not be denied spleh the basis that a
request concerns a large amount of documents wiiicantail a burdensome search or time-consumawemw of
material for appropriate withholding of information

c. A copy will be retained of any redacted resondhich are disclosed. This copy, and a copy eiuthredacted
records, will be made available for review in thver® of an appeal of the decision to withhold infation from
disclosure.

9.08 FOIA EXEMPTION STATUTES

The following statutes, with the exception of BWL. 552a (the Privacy Act), must be consideretdktermining
whether requested information must be withheld uedemption (3) or released.

a. Title 38, United States Code, Section 33@pplies to all claimants' records and lists thecid circumstances in
which identifying information on claimants may ledaased. The only claimant or patient informatigthholdable from
a FOIA request under exemption 3 are the namesddicesses of veterans and dependents.

b. Title 38, United States Code, Section 33@fenerally prohibits disclosure of certain medupadlity assurance
records which are identified in 38 CFR 17.500 asitbiving.
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c. Title 38, United States Code, Section 413#2ohibits disclosure of medical record informatmaintained by VA
on individuals who have applied for, been offermdhave participated in any program or activityatielg to drug and
alcohol abuse, infection with the human immunodeficy virus, or sickle cell anemia. The disclospirevisions for
these records are found in 42 CFR 2.1-2.67 (52 FR@, June 9, 1987) and Section IV of this chapter.

d. Title 5, United States Code, Section 552a, The Pawgy Act. This statute controls disclosures from records
which pertain to individuals which are filed andri®ved by an individual identifier, such as a namn&aocial Security
number. This statute may not be cited under exemgt however, as the basis for withholding infation. When the
disclosure of personal PA record information wottastitute a clearly unwarranted invasion of peaspnivacy, under
the balancing test described in paragraph 9.07B@®I@\ exemption 6 should be cited as the basisvititholding the
information from disclosure. Similarly, under ts&me balancing test, when disclosure would nottitotesan invasion
of personal privacy, PA information must be diselbsinder FOIA.

9.09 FOIA REQUESTS FOR RECORDS CONTAINING BUSINESSINFORMATION

a. During the conduct of its business, VA acqipeoprietary information and trade secrets frositesses,
corporations, or entities. The information is ulsugiven freely by businesses so that VA can aquiésh its mission.
For example, business information will be providedesponse to an Agency Request for Proposakimces,
equipment, or other goods and services. Once WA has a responsibility to protect sensitiusibess
information. It may do so by withholding busin@s®rmation under FOIA exemption number 4 (5 U.$562(b)(4)).

b. When documents provided by a business subirttitae include confidential commercial informatiare requested
under the FOIA, and it is determined that the egdire facility may be required to disclose therds, the FOIA
Officer will so notify the record submitter. Thetification will be sent by certified mail, returaceipt requested, and
will describe the exact nature of the record(spested or will provide to the submitter copiesha tecord(s) or
portions thereof that contain the requested confidecommercial information. The notification Wédvise that the
submitter or its designee may object to the disck®f any specified portion of the record andt&tesall grounds upon
which disclosure is opposed. The submitter wilgbeen 10 working days in which to submit a writi@sjection to the
disclosure. The submitter or designee may obgetti¢ disclosure of any specified portion of theore and must
identify the specific record or portion of the red® that should not be disclosed, state the groupde which disclosure
is opposed, and explain in detail why disclosuréhefspecified records could reasonably be expdoteduse
substantial competitive harm.

c. At the same time the submitter is providedfication, the FOIA Officer will notify the FOIA rguester that the
submitter has been offered an opportunity to comim&he requester will be notified of the anticgéidate on which a
decision on disclosure will be made.

d. Prior to making a determination on the disatesf the information or records, careful consadien will be given

to all grounds for nondisclosure that are presefdedonsideration by the submitter. Because efabmmercially-
sensitive information which may be involved, whevere is any difference of opinion about disclosueeveen
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the information submitter and VA personnel, thadare to be discussed with District Counsel pooaiaking further
action on the request.

e. When a determination is made that disclosfiteeoconfidential commercial information would sausubstantial
competitive harm, the requester will be advisethefdecision to withhold the harmful portions frdmclosure. The
requester must be provided with a copy of any eor portion of a record that is requested andishaot
commercially sensitive or otherwise exempt frormuieeg disclosure under any of the other FOIA exéomst 5 U.S.C.
552, Sections (b)(1) through (9). The confidert@nmercial information will be withheld under FO&emption
(b)(4), 5 U.S.C. 552(b)(4). If any record requeslienied or partially denied, the requester wélldalvised that the
denial may be appealed to the General Counsel.

f. In all instances where the submitter has esg@d objections to the disclosure of the recordtlamdletermination is
made by VA personnel that disclosure will take plabe FOIA Officer will provide the submitter wighwritten
statement explaining why the submitter's objectangsnot sustained, a description or copy of tfarination or records
that will be disclosed, and the specified disclesimte. The disclosure date will not be less fltaworking days from
the date the notice is mailed. This notice wilbaithe submitter the opportunity to take an appeab consider any
judicial action that might be taken to prevent aske of the records. Notification of the final cémi will also be sent to
the requester.

g. In any case where a FOIA requester bringsseeiking to compel disclosure of confidential conmuiag
information, the FOIA Officer will promptly notifthe submitter.

9.10 COORDINATION OF RELEASES WITH DISTRICT COUNSEL

In any case where a FOIA request involves mattessibjects involved in ongoing or anticipatedyhtiion, health
care facility personnel will coordinate the requegh the District Counsel. If a request involveatters pertaining to
ongoing litigation, the District Counsel must béimed of the request to ensure coordination oMAks position in the
litigation with any release of documents. If nigktion is pending, but can be reasonably antieghén the future, the
FOIA request should be reviewed with the Distrioug@sel in light of that likelihood. In all suchsess, records should
be maintained that identify the documents rele@seguant to the request. Discretionary disclossiesild be
coordinated with the District Counsel rather thalying solely on the existing FOIA release procedur

9.11 ANNUAL REPORT OF COMPLIANCE WITH FOIA

The FOIA requires each agency to submit to theg@ess a report on or before March 1 of each yed#s afctivities
and efforts to administer the FOIA during the pding calendar year. Each facility is requireddbrsit an annual
report on VA Form 70-4943, Annual Report of Comptia With FOIA, to the Director, Office of Informati Resources
Policies (72) for use in compiling the Departmexgort. The information will be reported for thepeding calendar
year no later than the 15th workday of Januarye ifstructions for the preparation of the healtte dacility annual
FOIA report are contained in MP-1, part Il, chaf86r

9.12-9.14 (Reserved.)

9-10



November 30, 1990 M-1, Part |
Chapter 9

SECTION Il. PA (PRIVACY ACT) OF 1974
9.15 GENERAL

a. The PA provides that the collection of infotima about individuals will be limited to that wiids legally
authorized, relevant, and necessary. All infororatvill be maintained in a manner which precludewarranted
intrusion upon individual privacy. Information Wide collected directly from the subject individwalthe extent
possible. At the time information is collectedg fthdividual will be informed in writing of the audrity for collecting the
information, whether providing the information isnadatory or voluntary, the purposes for which tifermation will be
used, and the consequences of not providing tlenation. (The information collection requiremeotshe Paperwork
Reduction Act will also be met.) Information in \fAcords which are used by the Department in makiryg
determination about any individual will be maintihwith such accuracy, relevance, timeliness, antpteteness as is
reasonably necessary to assure fairness to thedodl in the determination. Prior to disclosimfpoirmation from an
individual's record, reasonable efforts will be ma&d assure that the records or information toibelased meet these
requirements.

b. Each health care facility Director will ensthat appropriate administrative, technical, angsptal safeguards are
established to ensure the security and confidégtiafl PA information and records and to proteciiagt any anticipated
threats or hazards to their security or integribjolt would result in substantial harm, embarrassnieconvenience, or
unfairness to any individual on whom informatiomviaintained. All health care facility employeesgdtved in the
design, development, operation, or maintenanceybgstem of records, or in maintaining any recuuitl,review the
provisions of the PA, the FOIA, and sections 33805, and 4132 of Title 38 as well as 38 CFR 1.5@27, 1.550-
1.559, 1.575-1.584, 17.500 and following and 42 @QFR2.67 (52 FR 21796). Each health care faanitypublish a
facility policy governing the release of recordamhation to include the identification of each BAtem of records that
is maintained at the facility and the facility pram official who is responsible for the recordsheTpolicy will be
distributed to all employees who have access tinfokmation or records. All employees who haveesscto these
records will be instructed on an ongoing basishenrequirements of the PA, VA confidentiality stagj and the
regulations that implement these statutes. Atramum, instruction will be provided at the timeesfiployment and on
an annual basis thereafter. All employees shaltloot themselves in accordance with the rules nélaot concerning
the disclosure or misuse of information in the Viar&lards of Ethical Conduct and Related Respditigibiof
Employees, 38 CFR 0.735-15.

c. All groups of VA records from which informatias retrieved by the name of an individual or sqraesonal
identifier, such as Social Security number, mustiéscribed and published in the Federal RegistarVA Privacy Act
System of Records. VA Manual MP-1, part Il, chaf@#, appendix B, "Notice of Systems of Records An inventory
listing of the systems of VA records that have bielemtified as subject to the Privacy Act of 19 ach system notice
includes the title of the individual (System Manggeho is responsible for the records. Appendigfahat manual sets
forth the reporting requirements that must be olesewhenever a new system of VA records is to bebéished or an
existing system altered. Information about indirts that is retrieved by a personal identifier maybe collected or
maintained until proper notifications are giverthe Congress, the Office of Budget and Managenagit,announced
for public comment in the Federal Reqister
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9.16 DEFINITIONS

a. Individual. For the purpose of this section, a citizen oflimted States or an alien lawfully admitted for
permanent residence. The term includes pareritggamt behalf of minors and court appointed guarsliar individuals
who have been declared to be incompetent. Thed@A& dot apply to records concerning deceased fgrson

b. Legal Guardian. A person appointed by a court of competent juetgsh to maintain and care for an individual
(and not just guardian of the estate or properthefindividual) who has been declared to be incetent due to
physical or mental incapacity or age. A VA feddidliciary is not a "legal guardian” for PrivacytAmurposes.

c. Maintain. For the purpose of this chapter, "maintain” idelst maintain, collect, use, and disseminate.

d. Personnel. For the purpose of this chapter, the term VA pengl includes those officers and employees of the
Department; consultants and attendings; WOC (withompensation); contractors, others employed f@e &asis;
medical students and other trainees; and uncomgehsarvices rendered by volunteer workers, exatugatient
volunteers, providing a service at the directioiVéfstaff.

e. Privacy Act Officer. Normally, the Chief, Medical Administration Sesgiis designated as the facility Privacy
Act Officer.

f. Record. Any item, collection, or grouping of informati@out an individual that is maintained by VA, irgilg
but not limited to education, financial transacipmedical history, and criminal or employmentdngtthat contains the
name, or an identifying number, symbol, or othentifying particular assigned to the individualclsas finger or voice
print or a photograph. "Records" include inforraatthat is stored in paper records, computers,cmmputers, personal
computers, or word processors.

g. Routine Use. A properly promulgated Privacy Act "routine ugermits the disclosure of information from a
record without the individual's written consent,entthe disclosure is compatible with the reasomfach the
information was collected. The routine use prariss a discretionary authority and does not cordfssllosure. A
routine use must be published in the Federal Ragitteast 30 days before a disclosure is made anrsa the routine
use. Each system of records listed in the redorgmtory includes a "routine use" section (see Mart Il, chapter
21, appendix B.)

h. System Manager. The individual designated responsibility for ateyn of records as identified in the system
description and published in MP-1, part Il, chaf@g&r appendix B. The health care facility officrth the program
assignment is responsible for the maintenanceeofdbords at the facility.

i. System of Records.A group of records from which information is ietred by the name of the individual or by
some identifying number, symbol, or other identifyparticular assigned to an individual. A record system of
records must contain two elements, a personalifterdnd at least one item of personal informatidia retrieval of
personal information is possible, but not actudtiye, or if it depends on memory, the collectionezords is not a
system of records. However, creating a retrievaross index, arranged by personal identifieré&mdomly filed
records, makes

9-12



November 30, 1990 M-1, Part |
Chapter 9

that record collection a system subject to the igsions of the PA. Further, when information intfacretrieved by a
personal identifier, a system of records subjethéoPrivacy Act comes into existence (assuminglready properly
established system covers the new retrieval agtiviVithout prior publication of a system notiseich a system would
be an illegal system of records and personnel ¢tipgrit would be exposed to criminal penalties.

9.17 ACCESS

a. Individuals may request in writing to havees=to, to correct or amend, or to obtain a copheif PA record.
Individuals do not have to state a reason or peojudtification for wanting to see or to obtainapy of the records. All
such requests will be promptly delivered to therappate System Manager. In addition to requestsived from
individuals by way of direct mail or in person, vests may be received by mail referral from anosigemcy or VA
office. When a request is for records that haventieansferred to another VA facility, the requetitbe forwarded to
the receiving facility for appropriate action ame requester will be notified of the referral. Theguests will be
time/date stamped upon receipt and a control wikkstablished to assure compliance with the 1Qtideystandard
provision contained in MP-1, part Il, chapter 2&rggraph 5a. VA Form 70-5572, Accounting of Resfirdormation
Disclosure under Privacy Act, may be used for phigpose.

b. The time standard policy provides that faetitwill normally conclude all actions on requesithin 10 days of
receipt (excluding Saturdays, Sundays and legédés). If unable to do so, an acknowledgment ailed requests will
be sent within 10 days of receipt. VA Form Leff@r17, Postal Card Acknowledgment of Request Uttt Privacy
Act, may be used for this purpose except when gistances in a particular case warrant a speciaittew letter. When
a request for access to a record is being grantedhealth care facility, all action will normalye completed within 30
working days from the date the request was injtisdceived. When, for good cause shown, a fadgitynable to
provide access to a record within the 30-day petiogl individual will be informed in writing as the reasons why
access cannot be provided within 30 days and witieranticipated that the record will be made al#é for review.

c. When individuals appear in person at a VA thegdre facility and request in writing accesseirtrecords and
provide the required information and verificatidridentity, they will be advised at that time whetltaccess can be
granted. When immediate access cannot be grafiotesuch reasons that the record may contain semgiformation
requiring review by a physician to ascertain tiede¢ase will not adversely affect the individuatygical or mental
health, the need to retrieve the record from a NAR&ords Center, time needed to make the recorgratransible to
an individual, e.g., reproducing magnetic tape résan a hard copy form readable by the individuadcessary
arrangements will be made for a later personakwevor if acceptable to the individual, the furmighof copies by mail.

d. Mailed requests for access to individual rdsawill be referred to the System Manager who deéllermine
whether access will be granted. If additional infation is required before a request can be predesise individual
will be so advised. If it is determined that auest for access to records will be granted, thiviithdal will be advised
by mail that access will be given at a designabedtion in the facility or a copy of the requestedord will be provided
by mail if the individual indicated that a copy wasceptable.
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e. In granting access to an individual's rectitd,System Manager shall take such steps as aeesay to prevent
the unauthorized disclosure at the same time oftimdition pertaining to individuals other than tleegon making the
request or of other information that does not petiathe individual.

f. Policy contained in 38 CFR 1.577(a) indicatest, except as otherwise provided by law or régnaindividuals
upon request may gain access to their VA recottd any information pertaining to them which is @ned in any
system of records maintained by VA. In view ofthblicy, access will be granted except under extiiaary
circumstances. When a request for access to edrexcdenied, the health care facility Directorlygiltomptly notify the
individual of the decision as provided in paragr8plo.

g. Title 38, Code of Federal Regulations, sectidgv7(a) and MP-1, part Il, chapter 21, paragrpprovide that a
person of the individual's own choosing may accamgghe individual to review a record. A writteratgment is
required from the individual authorizing discussadtthe record in the accompanying person's preselé Form 07-
5571, Authorization to Disclose a Record in thesBnee of a Third Party, should be used for obtgittie required
signed statement. If the record includes inforarathat pertains to treatment for drug or alcoliis, infection with
the human immunodeficiency virus or sickle cellrarg a written authorization is also required whichets the
requirements of paragraph 9.80.

h. A VA employee will be present at all timesidgrany personal review of a record to ensurentegrity of the
record.

9.18 VERIFICATION OF IDENTITY

a. Individuals who request information from thieik records must provide sufficient informationverify their
identity and to provide assurance that they arémptoperly given access to records pertainingptneone else. These
requirements should be kept to a minimum so lonip@® is reasonable assurance that a personiispiaperly given
access to, or information from, another persorerce When an individual appears in person, theirements should
be limited to various identification forms which emlividual is likely to have available, such adraver's license or
employee identification card. When individualsuest by mail copies of information from their redsyverification of
identities may consist of providing social securitynbers and the signatures and addresses conwaisingtie record
information. These minimum requirements may beeesled when processing requests pertaining to sensit
information of the type described in paragraph 9.19

b. Individuals who cannot provide suitable idécaition to substantiate their identity, may beuested to provide
signed statements asserting their identity andilstijpg that they are aware of the criminal peeralfor seeking access to
another person's record under false pretenseS88s€&R 1.576(c)(3)).

9.19 SENSITIVE MEDICAL AND OTHER INFORMATION
a. Sensitive information is information which ntegve a serious adverse effect on the individuadstal or physical
health if disclosed to the individual. Such infation may contain implications requiring explanatar interpretation

by an intermediary, to assist in its acceptanceaasinilation in order to preclude an adverse impaan individual's
mental or physical health.
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b. When individuals request access to their @arhich are maintained at a VA health care faoilihich includes
medical, social, and/or psychological informatiasing guidelines established in accordance witagraph 9.37c., the
System Manager or designee will review the recordetermine whether the medical and/or psycholbgiéarmation
could cause harm to the individual. If, upon rewi the record, the System Manager or designeeledes that the
information could cause harm, the request ande@letcord will be referred to a designated physiciapsychologist, as
appropriate, to determine if the record shouldiseldsed directly to the individual or if a physinishould discuss the
record/information with the individual. If it issiermined that a physician does not need to digbes®cord with the
individual, then the individual will be permitted teview the record or have copies made.

c. If the designated facility physician who revgea record believes that disclosure of the medindlor
psychological information directly to an individuaduld have an adverse effect on that individued,3ystem Manager
will advise the individual that the information mbg disclosed to a private physician or professipaeson selected by
the individual, and arrange for the individual éport to a designated location in the facility discussion of the record
with a designated VA physician. Inthose extramady cases where a careful and conscientious extpbanof the
information considered harmful in the record hasrbmade by a VA physician and where it is still pihgsician's
professional medical opinion that physical accedbé information could be physically or mentalrimful to the
individual, physical access may be denied. Sudérdal situation should be an unusual, very infegfjuccurrence.
Where denial of a request for physical access tdemihe justification for making the denial will hély documented by
the physician in the record specifically stating thtionale for considering the information medicaijurious. The
physician's opinion that physical access shoulddrged will be reviewed by the health care faciiiyector. If the
Director, upon the advice of the Chief of Stafftedmines that physical access will not be grarttesjndividual making
the request will be promptly advised of the decisihe reasons for the denial of the request, laaidthe denial may be
appealed to the General Counsel (02), Departmevietafrans Affairs, 810 Vermont Avenue, N.W., Wasfim, DC
20420, as provided in 38 CFR 1.577(d). The indigidvill be furnished a copy of any requested porof the record
that is nonsensitive.

d. When a VA regional office receives a requdsttvinvolves medical information in a claims foldand the
responsible regional office personnel believe thatinformation is sensitive, the request and eela&cord will be
referred to the appropriate VA health care faciiity decision concerning the appropriate methodistlosure. The
health care facility is responsible for completafrthe medically indicated disclosure action.

e. When a request is referred to a private playsior other professional for disclosure in accaodawith paragraph
c. above, the physician will be sent a coverintgtandicating in general terms the sensitive reatfrthe information.
The physician or other professional will also beréged of the medical-legal rationale behind reicefghe information
so that any safeguards can be taken which arevbdli® be necessary to protect the individual'sjgay or mental
health.

9.20 REQUEST FOR AMENDMENT OF RECORDS

a. An individual may request amendment of anpir@cetrieved by his or her name contained in asystem of
records as provided in 38 CFR 1.579. The riglsetek
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amendment of records under the PA is a persortal eigthe individual to whom the record pertaiffthe request should
be mailed or delivered to the facility that maintathe record.

b. The request must be in writing and adequatesgribe the specific information the individualiéees to be
inaccurate, incomplete, irrelevant, or untimelyd éime reason for this belief. The individual vii# requested to clarify a
request which lacks specificity in describing theormation for which amendment is requested in ptidat a responsive
decision may be reached.

c. A request for amendment of records will beveeéd to the System Manager for the concerne@sysf records
where it will be time/date stamped and placed ukdetrol. In reviewing requests to amend or cdrrecords, the
System Manager will be guided by the criteria sethfin 38 CFR 1.578. That is, VA will maintainiis records only
such information about an individual as is relevaamd necessary to accomplish a statutory purposépés required by
statute or executive order of the President, aatisiich information also is accurate, completeglimand relevant for
VA purposes. These criteria will be applied whetihe request is to add material to a record alefete information
from a record. When an individual requests amemdimieclinical information in a medical record migimed at a health
care facility, the System Manager will refer thgquest and related record to a physician(s) desigriaf the health care
facility Director to determine if the record sholdd amended.

d. Arequest to amend a record will be acknowdedig writing within 10 workdays of receipt. Ifd@termination has
not been made within this time period, the Systeamdjjer will advise the individual when to expedbéoadvised of the
action taken on the request. The review will bepleted as soon as possible, normally within 3Ckdays from receipt
of the request. If the anticipated completion datkcated in the acknowledgment cannot be metjritlividual will be
advised in writing of the reasons for the delay tedate action is expected to be completed.

e. When a request to amend a record is approyvétethealth care facility Director, the System ldger will take
the following actions:

(1) Any information to be deleted will be madedgiible. Any new material will be recorded on tirginal
document. The words "Amended-Privacy Act" willlegorded on the original document. The new amenehiaterial
may be recorded as an addendum if there is inguffispace on the original document. The origitmdument must
clearly reflect that there is an addendum and cargt be taken to insure that a copy of the adderataompanies the
copy of the original document whenever it is usaddisclosure purposes. The amendment will beemtittated with the
date, signature, and title of the person makingathendment.

(2) The individual making the request for amendnvell be advised that the record has been ameadddgrovided
with a copy of the amended record. VA Form Lefi@+18 may be used for this purpose.

(3) If the record has been disclosed prior toraingent, the recipient will be informed of the catren and provided
with a copy of the amended record. VA Form Lefi@+19 may be used for this purpose.

f. When a request to amend a record is deniedhehlth care facility Director will promptly natithe individual
making the request of the decision. The written
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notification will state the reasons for the dengalyise the individual that the denial may be afgukt the General
Counsel, and include the procedures for such aeapf he written appeal should be mailed or dedigi¢o the Office
of the General Counsel, Department of Veteransiiff810 Vermont Avenue, N.W., Washington, DC 2047 he
letter of appeal should state clearly the reasdnstie denial should be reversed and include aditiadal pertinent
information.

9.21 APPEAL OF INITIAL ADVERSE DEPARTMENT DETERMINA TION ON CORRECTION OR
AMENDMENT

a. Any person notified of a denied request, iml&tor in part, for correction or amendment of peed records may
appeal the adverse determination to the Generatgabun accordance with the authorities containé2B CFR
1.579(c).

b. When an individual appeals the initial advetseision and the General Counsel or Deputy Ge@rahsel finds
that the adverse determination should be revetsedndividual and the health care facility will betified of the
decision. Upon receipt of the notification, theste&yn Manager will amend the record as instructetémotification.
The procedures established in paragraph 9.20de&vibllowed.

c. If the General Counsel or Deputy General Celusisstains the adverse decision, the individuklbgiadvised in
the appeal decision letter of the right to fileomcise statement of disagreement with the heatthfeaility that made the
initial decision.

d. A statement of disagreement shall conciseliedhe basis for the individual's disagreemergnegally, a
statement should be no more than two pages inHengtept where an individual may submit a longateshent if it is
necessary to set forth the disagreement effectivelyduly lengthy materials will be returned to thdividual by the
System Manager for appropriate revisions beforg leeome a permanent part of the individual's mcétowever, if
the individual insists upon the information becognpart of the record, the information will be addedhe record.

e. When an individual files a statement of dieagnent, the record about which the statement pertéll be clearly
annotated to note which part of the record is deghu When disclosures are made of the disputestdea copy of the
statement of disagreement will be provided. i$ iletermined appropriate, a copy of a concisestamt of the VA's
reasons for not making the amendments requestédlsdl be provided.

9.22 DISCLOSURE OF AN INDIVIDUAL'S PA RECORD TO TH IRD PARTIES

a. The Department conditions on disclosures fadPA record to other than the subject of the recodkr the
exceptions to the PA, 5 U.S.C. 552a(b)(1) to (b)(ate contained in 38 CFR 1.576(b)(1)-(11). (Afisclosure of
records or information from VA beneficiary recom@so must be authorized under the provisions ofi®@e8301, Title
38, United States Code, before disclosure is pedhitThe application of Section 3301 is discuggsterally
throughout this chapter.) Additionally, to theent that a contemplated disclosure involves infaiongprotected by 38
U.S.C. Section 4132 (treatment or other activitgtesl to drug or alcohol abuse, sickle cell anesmid AIDS or HIV
testing) authority in addition to the PA and Sect3301 must be present for a lawful disclosurethisregard see
Section IV. Information will not be disclosed from
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any record in a system of records except by the#emrrequest of or prior written consent of theivitlal by whose
name or personal identifier the record is retriewek®ss the disclosure is:

(1) To VA employees who have a need for the mition in the performance of their duties.
(2) Required under the Freedom of Information, Adt).S.C. 552.

(3) For aroutine use. This allows for releakmimrmation when such a release is compatiblé wie purpose for
which the information was collected. A routine seeves to provide notice to individuals on whoifeiimation is
maintained of how such information may be usede piblic is given notice of the routine use by jrdilon in the

Federal Register

(4) To the Bureau of the Census for purposedasfriing or carrying out a census or survey or eelatctivity
pursuant to Title 13, United States Code;

(5) To arecipient who has provided VA with adearmadequate written assurance that the recordbavilised solely
as a statistical research or reporting record th@decord is to be transferred in a form thaboisindividually
identifiable (the request must state the purposesiguesting the records and certify that they avilly be used as
statistical records);

(6) To the National Archives of the United Statissa record which has sufficient historical oreottalue to warrant
its continued preservation by the U.S. Governmanfpr evaluation by the administrator of the NadbArchives and
Records Administration or designee to determinetidrethe record has such value;

(7) To another agency or to an instrumentalitarof governmental jurisdiction within or under ttantrol of the
United States for a civil or criminal law enforcemhactivity if the activity is authorized by lawna if the head of the
agency or instrumentality has made a written reigioegA specifying the particular portion of thecoed desired and the
law enforcement activity for which the record isight. A request may be signed by an official othan the head of the
agency provided that individual has been speclficlegated authority to make requests for infaromaunder the
authority of 5 U.S.C. 552a(b)(7). A general detegaof authority is not sufficient to authorize ewividual to make
requests for information under this disclosure arith. The delegation may only be to an officidkafficient rank to
ensure that the request for the records has beesutiject of a high level evaluation of the in\gestiory need for the
information versus the invasion of personal privaewplved. The requester must supply a copy ofatiten delegation
of authority or provide a reference to the delesatiuch as a CFR number. Questions as to whetleguaster qualifies
as the "head of an agency" will be referred toappropriate District Counsel for resolution. Untteés disclosure
provision, information may be disclosed from Prigdct records for law enforcement purposes to Stasanty and
local police departments and such Federal ageasi#i®e Federal Bureau of Investigation and the SeSret Service.
Written requests for information to be used inrarestigation from such law enforcement entitiestrstete the law
enforcement purpose for which the record is soaghwell as identify the particular record requesté&gnerally, a
blanket request for all records pertaining to ativiidual would not qualify for release under thieyision. A request
for records pertaining to an individual or a graipndividuals must be specific as to the
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type of records sought, i.e., records for certgies$ of injuries, for certain time periods, etc.;

(8) To a person pursuant to a showing of compeeltircumstances affecting the health or safegnohdividual.
The individual whose PA records are involved neetdnecessarily be the individual whose health &etgas in danger.
A notification of the disclosure must be mailedhe last known address of the subject of the record

(9) To either House of Congress, or, to the ebx@&ématter within its jurisdiction, any committee subcommittee
thereof, any joint committee of Congress or subc@tamof any such joint committee (see par. 9.23);

(10) To the Comptroller General, or any authatizepresentatives, in the course of the performahtee duties of
the General Accounting Office;

(11) Pursuant to the order of a court of compgtersdiction (Subpoenas signed by anyone othen the judge of a
court do not provide authority for disclosure unttés PA exception.); or

(12) To a consumer reporting agency in accordaitesection 3711(f) of Title 31.

b. Under the provisions cited above, disclossiggeirmitted without the signed consent of the iiddial. Disclosure
is not mandatory under these provisions, and istiugable situations, the signed consent of thevididal should be
obtained.

c. The notification and time standards provisiohparagraph 9.17 apply to requests from thirdigsr

d. With the signed consent of the individualpimiation will be disclosed only to the extent auwibed by the written
consent. Information that is disclosed under tteeptions described in subparagraph a will be éichib the information
that is needed to satisfy the purpose of the requreswhich is authorized by the exception.

e. Adisclosure may be either the providing abpy of a record, or part thereof, or the grantihgccess to a record.
Normally, information from a record will be disckdto an authorized third party by abstractingrédevant information
or providing a copy of the document that contalresrelevant information. When granting accessriecard to a third
party, access must be limited to that informatiotharized by the individual's written request onsent, or that
information which is authorized under the excepgidascribed above.

9.23 DISCLOSURE OF AN INDIVIDUAL'S PA RECORD TO ME MBERS OF CONGRESS

a. Processing Requests for Information From a MemberfoCongress, Acting in an Individual Capacity on
Behalf of, and at the Request of the PA Record Subgt

(1) Information may be disclosed from an indivatlsi PA record to a Congressional office when radpg to an
inquiry from the Congressional office that is made¢he request of the individual.

(2) If information being disclosed is considepatentially medically or psychologically harmfuldfsclosed to the
individual, the Member will be advised of the medic
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determination and that under 38 CFR 1.577(d) tfanmation is releasable to the individual only tigb a physician or
other professional of the individual's choice affaphysician. For this purpose, the individual glibcontact the
appropriate System Manager of the health caretfagihere the individual's records are maintained.

(3) If the Member requests information from dargalcohol abuse, infection with the human immuriietEncy
virus, or sickle cell anemia treatment records thiedndividual's specific written consent to rekedss information has
not been obtained (see par. 9.80), the Member dhimmibdvised that the request concerns subjectnthé disclosure
of which is prohibited by Federal statute and tfegeeis not provided. The Member will not be advighat a special
written consent for disclosure of the informatisrrequired or that 38 U.S.C. 4132 prohibits diaslef the
information. When appropriate, the patient willdmntacted for the special consent.

b. Processing Requests for PA Record Information Frora Member of an Oversight Committee or
Subcommittee

(1) Information may be disclosed from a PA rectord Member of the Veterans' Affairs Committeesabcommittee
of the House of Representatives or the United Staémate (or Chairman or Member of a Congressoalmittee or
Subcommittee having oversight jurisdiction extegdio that information provided the Chairman or Memis making
the request on behalf of the Committee or Subcotamie.g., House Government Operations Commit&Esgts or
House Appropriations Committees, Senate GovernrhAffiErs Committee) without the individual's recgieor consent
when the request for information is made as patti@f Committee oversight functions. When PA redaformation is
provided, the Member should be advised that thenfgkmation is being released for official purposedy and that
given its private, confidential nature, the infotraa should be handled with appropriate sensitivifythe request does
not involve Committee or Subcommittee oversightroately "casework” of the Member, it should be psed in
accordance with the guidance provided in paraggapsa.

(2) Ifitis determined that information aboutiadividual being released for oversight purpogea Member of the
House or Senate Veterans' Affairs Committee (orit@tem or Member of another oversight committeeutrcommittee)
is sensitive under 38 CFR 1.577(d) (see par. 9th8)Member will be advised that it has been méigidetermined that
information being disclosed to him or her couldnaemful to the individual and therefore should betreleased directly
to the individual.

(3) If the information being released for overhgigurposes to a Member of the House or SenataafeteAffairs
Committee (or Chairman or Member of another ovéitsipmmittee or subcommittee) contains medicatineat
information related to drug or alcohol abuse, itilecwith the human immunodeficiency virus, or $&ckell anemia, the
Member should be advised that the information leshldisclosed to them as a Member of the (HouSzoate)
Veterans' Affairs Committee (or other oversight adaittee or subcommittee) for an official committeaegram
evaluation purpose from records whose confidetyiaispecially protected by Federal Law (38 U.&€xtion 4132).
Because this statute prohibits any further disclsid the information without the specific writteansent of the person
to whom it pertains, the Member should be advibadt the regulations VA is following prohibit furthdisclosure
without the prior written consent of the recordjech (See sec. 1V)
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c. Processing Requests for PA Record Information Froma Member of Congress Acting on Behalf of a Third
Party. When an inquiry from a Member of Congress is naaéehalf of a person other than the individuabsehPA
record is to be disclosed (i.e., spouse, family tremnfriend, etc.), the Member should be advised the written
consent of the individual is required in order &pit disclosure of the information that is reqeesand, therefore,
cannot be provided.

9.24 NOTIFICATION TO INDIVIDUAL OF DISCLOSURES UNDE R COMPULSORY LEGAL PROCESS

a. When information is disclosed from an indidlsirecord in response to a court order, andstigaince of that
court order is made public by the court which issitereasonable efforts must be made to notifyitikdévidual of the
disclosure.

b. At the time an order for the disclosure oéeard is served at a health care facility, effaitsbe made to
determine whether the issuance of the order haadrbeen made a matter of public record. If tdemhas not been
made a matter of public record, a request will lzelento the court that the facility be notified whielbecomes public.

c. Notification of the disclosure will be acconspled by notifying the individual to whom the redquertains, by
mail, at the last known address. The letter wélffited in the record if returned as undeliverdiyehe U.S. Postal
Service.

9.25 ACCOUNTING OF DISCLOSURES FROM RECORDS

a. An individual may request to be notified dfdisclosures of information, both written and ofabm records
pertaining to the individual, subject to the promis of 38 CFR 1.576(c). Facilities are requiredtéep an accurate
accounting for each disclosure of a record to arggn or to another agency. An accounting is emqaired when
disclosure is to VA employees who have a needneiirtformation in the performance of their officihlties or when
disclosure is made under the FOIA. The accountilignclude the date, nature and purpose of eastiasure and the
name and address of the person or Agency to wherdiiclosure is made.

b. The accounting will be retained for 5 yeatsrathe date of disclosure or for the life of teeard (see RCS 10-1),
whichever is longer.

c. The accounting record may be maintained orFéAn 70-5572, Accounting of Records/Informationdasure
under Privacy Act, or by creation of extra copiéshe written transaction. The accounting recoiltllve maintained in
the record from which the disclosure was made. grbeedures established for maintaining an accogmf disclosures
will also provide for the maintenance of appro@iegcords to collect disclosure data to be uséldeipreparation of the
Biennial Privacy Act Report (see par. 9.31.)

d. The accounting records of disclosures wilhise available upon request to the individual towthe record
pertains, except for disclosures made for law esfiment purposes as authorized by 38 CFR 1.576(bj&&e par. 9.22
a(7).) The individual will be provided informati@onsisting of the date, nature, and purpose df daclosure, and the
name and address of the person or agency to whendigblosure is made.
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9.26 COMPUTER MATCHING PROGRAM

a. The Privacy Act (as amended by Pub. L. 100-883Computer Matching and Privacy Protection @fct988,
hereinafter referred to as the Computer Matching icludes requirements for conducting computetciriag
programs. To be covered the records must exatiiomated form and the matching of the records st
computerized. The OMB has published guidelinesfB45818 dated June 19, 1989) which must be feltbwhen
conducting computer matching programs.

b. The following terms apply to computer matchomggrams:

(1) Computer Matching Program. A computer matching program is the computerizedgarison of two or more
automated Federal systems of records or a Fedggatg's automated system of records and automatedds
maintained by a non-Federal (State or local goventjragency for the purposes described in paragtapfhe records
must themselves exist in automated form. Manualparisons of printouts of two automated data basesiot included
in this definition. A matching program include$@flthe steps associated with the match, includibining the records
to be matched, actual use of a computer, admitiisgtrand investigative follow-up of the individuatgtched, and
disposition of the personal records maintainedimection with the match.

(2) Recipient Agency. Recipient agencies are Federal agencies (or¢hatractors) that receive records from
Privacy Act systems of records of other Federaheigs or from State and local governments to bd irsenatching
programs.

(3) Source Agency.A source agency is a Federal agency that disslesmrds from a system of records to another
Federal agency or to a State or local governmagghcy to be used in a matching program. It  alState or local
governmental agency that discloses records to arkedgency to be used in a matching program.

(4) Non-Federal Agency. A non-Federal agency is a State or local govemah@gency that receives records
contained in a system of records from a Federal@g® be used in a matching program.

(5) Federal Benefit Program. Any program funded or administered by the Fed@&mlernment or by any agent or
State on behalf of the Federal Government thatigesvcash or in-kind assistance in the form of pays) grants, loans,
or loan guarantees to U.S. citizens or aliens liyadmitted for permanent residence.

c.  The Computer Matching Act covers the compugglicomparison of records from:

(1) Two or more automated systems of recorde€sys of records maintained by Federal agenciesateatubject to
the PA); or

(2) A Federal agency's automated system of recand automated records maintained by a non-Fe(&iedé or
local government) agency or agent thereof.

d. The Computer Matching Act covers matching parots that involve Federal benefit programs and hesteising
records from Federal personnel or payroll systefmscords.
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(1) Federal Benefit Program

(&) Only Federal benefit programs providing cashmeind assistance to individuals are coveredi-ederal
benefits matching program covers only the followiiadegories of record subjects:

1. Applicants for Federal benefit programs (indials initially applying for benefits);

2. Program beneficiaries (individual program jggsaints who are currently receiving or formerlge&ed benefits);
and

3. Providers of services to support such progr@hose who are not the primary beneficiaries afdfal benefit
programs, but may derive income from them - headite providers, for example).

(b) The match must have as its real purpose on®ce of the following:

1. Establishing or verifying initial or contingreligibility for Federal benefit programs;

2. Verifying compliance with the statutory or véggfory requirements of such programs; or

3. Recouping payments or delinquent debts unasr Bederal benefit programs.

(c) All four elements (i.e., computerized compari of data, categories of subjects covered, Fedengfit program,
and matching purpose) must be present before ad&dunefit matching program is covered under tlowipions of the
Computer Matching Act.

(2) Federal Personnel or Payroll Records MatchesThe Computer Matching Act also includes matclwagaring
records from automated Federal personnel or pagystems of records, or such records with automatesrds of State
and local governments. The comparison must be dpnsing a computer, manual comparisons are nared. The
Computer Matching Act does not cover routine adstiative matches provided the purpose of the miatobt to take
any adverse action against Federal personnel.

e. The following are not included under the d&éin of matching programs and such programs ateewuired to
comply with the provisions of the Computer Matchigf. However, such matches must be reviewed apdozed by
the VA Data Integrity Board.

(1) Statistical matches whose purpose is sotefyroduce aggregate data stripped of personalifigest

(2) Statistical matches whose purpose is in sdpg@ny research or statistical project, the #medata of which
may not be used to make decisions that affectigiis; benefits or privileges of specific individsia

(3) Pilot matches, i.e., small scale matchespatehes whose purpose is to gather benefit/céatatewhich to

premise a decision about engaging in a full-fledgedching program. A pilot match may not be conedainless it is
approved by the VA Data Integrity Board.
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(4) Law enforcement investigative matches bygamay or component whose principle statutory fuarcinvolves
the enforcement of criminal laws, the purpose oitiviis to gather evidence against a named perspersons in an
existing investigation. The match must flow fromiil or criminal law enforcement investigatiomeddy underway.

(5) Certain tax administration and debt collectiia tax refund intercept matches.

(6) Routine administrative matches using predamiity Federal personnel records, provided the memd the
match is not to take any adverse action againgfaégersonnel, as defined in the Privacy Act, S.0. 552a(a)(13).

(7) Internal matches using only records fromBlepartment's systems of records. However, annatenatch whose
purpose is to take any adverse financial, persodisdiplinary or other action against Federal perel is covered by
the requirements of the Computer Matching Act.

(8) Background investigations and foreign couintézlligence matches.

f. Health care facilities will not participate acomputer matching programs with other Federal eigsror non-
Federal agencies as a "recipient agency" or a ¢ecagency” unless the program is approved by tiggoRal Director,
appropriate VA Central Office staff, the Chief Meali Director and the VA Data Integrity Board anahdocted in
compliance with the Privacy Act (as amended byGbenputer Matching Act), the OMB guidelines (54 F5828, June
19, 1989) and applicable Department guidance. d¥alp by health care facilities to participate @tching programs
will be submitted to the Regional Director (1B61B) for review and approval. If approved, thegosal will be
submitted for further review by appropriate VA QahOffice staff and the approval/disapproval af ¥A Data
Integrity Board.

9.27 APPLICATION OF THE PA TO VA CONTRACTORS

All contracts that provide for the maintenance afystem of records on behalf of the VA to accoshpéi Department
function, or provide for the disclosure of infornaat from a VA PA system of records to the contractoust include
wording that makes the provisions of the PA applthe contractor. Such notifications and clauséisanform to those
prescribed by Federal Acquisition Regulations, Fadaformation Resources Management Regulatioms \éA
Acquisition Regulations and health care facilitigd comply with these requirements. When a cotttrgrovides for
access to, or maintenance of, information protebtedther confidentiality statutes, (e.g., 38 U.S3805 and 4132) the
contract will provide notification to the contracthat the records are protected by these confal@ntprovisions which
restricts the disclosure of the information andpgheposes for which the information may be used.

9.28 ESTABLISHING NEW SYSTEMS OF RECORDS

a. The Privacy Act requires agencies to publitices in the Federal Regisescribing new or altered systems of
records, and to submit reports on these systetet®@MB (Office of Management and Budget) and so@ongress
(see 38 CFR 1.578).

b. Information concerning an individual will nio¢ collected or maintained in such a manner tHatrimation is
retrieved by an individual identifier unless a systof records
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notice is published in the Federal Regist€his requirement applies to information aboutrafividual that is
maintained in any record or storage medium inclggtiaper records or documents, personal computéng;amputers,
word processors, computers, etc.

c. Appendix B to MP-1, part Il, chapter 21, cansaa copy of VA systems of records notices puklisim the
Federal ReqisterPrior to collecting or maintaining informationrerning an individual in a system of records that
not published in the Federal Registiie health care facility Director will submit eport to the Regional Director
(13 /161B) which includes the justification and legatteority for the proposed maintenance of the sysierecords.
Such records will not be established and infornmatiollected until the system of records is apprdwgthe Secretary,
published for public comment in the Federal Registad appropriate reports are submitted to the Gi@to the
Congress.

9.29 FEES

a. Photocopying Charges.A fee will not be charged for any search or remgd a record. Upon request the
individual to whom a record pertains will be prositiwith one free copy of their record. When charge made for
additional copies of records, the fee as stat@BiG@FR 1.577(f) will be charged.

b. Certification of Papers and Documents.A health care facility employee, normally the €hMedical
Information Section of Medical Administration Sarej will be delegated authority on VA Form 450%itfication
Card, Delegation of Authority, by the health caaeility Director to certify information releasedfn records. When
requested, the following certification will be fished:

"Certification - 38 CFR 2.2, | certify that this
is a true copy of the original document in Vi§.

Name of iloyee (Typed), Date Signed
Authorit)/A Form 4505"

9.30 PENALTIES

a. A VA employee who knowingly and willfully viates the provisions of 5 U.S.C. 552a(i) shall bi#ygaf a
misdemeanor and fined not more than $5,000, wheeitfiiployee:

(1) Knows that disclosure of records which camandividually identifiable information is prohtieid and willfully
discloses the information in any manner to anyqres agency not entitled to receive it;

(2) Willfully maintains records concerning iddi@ble individuals that have not met the PA notieguirements (see
par. 9.28); or

(3) Knowingly and willfully requests or obtainsyarecord concerning an individual from VA undelséapretenses.
(This provision also applies to persons who areengployees.)

b. In addition to the criminal penalties for thielations described above, administrative actiondisciplinary or
other adverse actions (e.g., admonishment,
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reprimand, termination) may be taken against eng@ewho violate the statutory provisions.

c. Inthe event a health care facility employefound criminally liable of a PA violation, a wigh report of the
incident will be provided to the Regional Direc{@B /161B).

9.31 BIENNIAL PRIVACY ACT REPORT

a. The PA requires VA to submit to the OMB infation for inclusion in the President's BienniaMady Act Report
to Congress. OMB has not standardized the reporidt and biennially prescribes the proceduresidibmission and
preparation of the report. Biennially, health calities are provided with the procedures fa thport.

b. Health care facilities will maintain approgeaecords to insure that adequate data are cadidot the preparation
of the biennial report. At a minimum, health caeilities should collect and be prepared to anlguabort the

following data:

(1) The number of requests from individuals focess to records about themselves in systems afdethat cited
the PA in support of their requests.

(2) The number of requests for access that titedPA that were:
(a) granted in whole or part,

(b) denied in whole, and

(c) for which no record was found.

(3) The number of amendment requests from indad&lto amend records about them in systems ofdsdbat cited
the PA in support of their requests.

(4) The number of amendment requests that ditedPA that were:

(a) granted in whole or part,

(b) denied in whole, and

(c) for which no record was found.
9.32-9.34 (Reserved.)
SECTION Ill. RELEASE OF MEDICAL INFORMATION
UNLESS OTHERWI SE INDICATED, THE PROVISIONS OF THISSECTION DO NOT APPLY TO THE RELEASE OF
DRUG ABUSE, ALCOHOLISM OR ALCOHOL ABUSE, HIV (INFECTION WITH THE HUMAN
IMMUNODEFICIENCY VIRUS), OR SICKLE CELL ANEMIA INFORMATION (SEE SEC. 1V).

9.35 GENERAL

The four statutes which govern the collection,ntexiance and release of information from VA patmaatical
records are:

a. The FOIA (Freedom of Information Act), 5 U.S852 and implemented by 38 CFR 1.550-1.559 (set&dsd of
this chapter). The FOIA compels disclosure of oeably
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described VA records to any person unless one oe wionine exemptions apply to the records (se€ERBR 1.554(a)(1)-
(9) and par. 9.07).

b. The PA (Privacy Act), 5 U.S.C. 552a and impteted by 38 CFR 1.575-1.584 (see Section Il ofdhapter).
Generally, the PA provides for the confidentiatifyinformation that is maintained in a PA systenmesfords and permits
disclosure of PA-protected records only when spedli authorized by the statute.

c. The VA Claims Confidentiality Statute, 38 UCS3301 and implemented by 38 CFR 1.500-1.527 s $taitute
provides for the confidentiality of all VA patieahd claimant names and addresses and permitsdliselof the
information only when specifically authorized bgtstatute. Title 38, Code of Federal Regulati@egtions 1.500-
1.527 are not to be used in releasing informatiomfpatient medical records when in conflict wiliGFR 1.575-1.584
or 42 CFR 2.1-2.67 (52 FR 21796, June 9, 1987).

d. Confidentiality of Drug Abuse, Alcoholism aAdtohol Abuse, Infection With the HIV (Human
Immunodeficiency Virus), and Sickle Cell Anemia Meal Records, 38 U.S.C. 4132 and implemented bgBR 2.1-
2.67 (52 FR 21796, June 9, 1987). This statuteiges for the confidentiality of certain patient diwal record
information related to drug and alcohol abuse dtiée with the HIV, and sickle cell anemia and pisrdisclosure of
the protected information only when specificallytarized by the statute.

9.36 DEFINITIONS

a. Accredited Representative. Representatives of organizations recognized &ystcretary in the presentation of
claims under the laws administered by VA, meetirgrequirements of 38 CFR 14.629 and accreditdtidbseneral
Counsel of VA, and who holds a veteran's powelttofaey.

b. CHR (Consolidated Health Record). The patient medical record is a consolidatednioball health care
activity information about that patient (inpatieatitpatient, nursing home, and domiciliary, inchglall clinics and sub-
specialty clinics). See subparagraph h.

c. Court Leave. For the purpose of this chapter, court leavaésauthorized absence from official duty of an
employee, without charge to leave or loss of salarpresent records in court or to appear asresd in the employee's
official capacity.

d. Drug and Alcohol Abuse, Infection With the HIV, and Sickle Cell Anemia Medical Records

(1) These are records which:

(a) identify the existence of drug abuse, alcisholor alcohol abuse, infection with the HIV, oclde cell anemia;

(b) identify the patient; and

(c) were created in the seeking of or for purpagfgoroviding treatment (including education, iiag, rehabilitation
or research) for one or more of these conditions.

(2) All three factors must be present for a patiedical record to be protected from disclosy8®U.S.C. 4132.
However, a disclosure of patient information thmfiudes
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two of the three factors, when it is reasonablyicteat the missing factor is known or can be igddgiown, should be
handled as though the information included alléhigectors necessary for protection.

e. Duly Authorized Representative. An individual authorized in writing by a competdxeneficiary or legally
appointed guardian to act for the patient.

f. Medical Information. Information pertaining to examination, medicathry, diagnosis, findings or treatment,
including such information as laboratory examioasi, X-rays, microscopic slides, photographs, pijgtsans, etc.

g. Patient. Any person receiving care in a VA medical centerrsing home care unit, community nursing home,
domiciliary, or outpatient clinic; any person rageg medical care authorized by VA.

h. Patient Medical Record. An official record documenting examination, diagrs, treatment, and/or care of a
patient including the medical as well as admintateafolder of the consolidated health record agwbrds obtained from
non-VA sources that are filed in the CHR; any sdiasy records, i.e., Agent Orange registry, tunemistry, laboratory
records, radiology records, perpetual medical ioetc.

i. Routine Use. (See par. 9.169.) The routine uses for the Ratiedical Records PA system of records (24VA136)
are published in MP-1, part Il, chapter 21, appeti A routine use is a discretionary authorityp&rmit disclosure
from a record without the patient's signed condamiever, it does not compel disclosure. A routise permits release
of drug or alcohol abuse, HIV, or sickle cell anamiedical information only when the disclosurels® authorized by
38 U.S.C. 4132.

j- Subpoena. A document issued by or under the auspices ofia ¢o cause an individual to appear and give
testimony before a court of law.

k. Subpoena Duces TecumA subpoena requiring an individual to producewfoents, records, papers or other
evidence to be brought to a judicial court for ixsiion. A subpoena is not sufficient authorityatdhorize the
disclosure of PA records unless the subpoenarnedigy the judge of a court.

9.37 MANAGEMENT OF RELEASE OF MEDICAL INFORMATION

a. The health care facility Director will publighfacility policy governing the access to, usel exlease of patient
medical information and assure distribution tocathcerned employees.

b. The Chief, Medical Administration Service ssthnated the health care facility System Managethie Privacy
Act Patient Medical Records (24VA136) system obrels. The System Manager is responsible for tlease of
information from the patient medical record.

(1) Release of information from the medical relcisra complex function, requiring trained and diga employees
and expert guidance. The Chief, Medical AdmintstraService will normally assign this functionttee Medical
Information Section. When feasible, the releasaformation activity will be located in proximityp inactive records
and reproduction equipment.

(2) The Chief, Medical Administration Service hgtovide for the prompt identification and indegiof incoming
requests for medical record information. To
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ensure timely and informed release of informatalhrequests will be processed through a centradtpo

(3) The Chief, Medical Administration Service labnduct a comprehensive systematic review ofétease of
information activity not less frequently than oreeery 12 months.

(4) Such factors as workload, processing time, should be reviewed periodically to identify klags and expedite
responses to requests for information.

c. The Chief of Staff of a health care facilitifestablish guidelines for personnel in reviewmedical records to
determine if such records contain sensitive infairoma Sensitive medical record information will deased in
accordance with the provisions of paragraph 9.19.

d. The District Counsel at the appropriate regiaffice will resolve legal questions concernihg telease of
information as provided in 38 CFR 1.500(c).

9.38 POLICY

a. Appropriate controls will be established tfegaard the patient's medical record from lossackrhent and
tampering and to insure the confidentiality of mfiation. Access to medical record information W&l limited to those
VA employees with a need for the information in geeformance of their official duties. Employekatthave access to
patient medical information will be instructed am@ngoing basis on the safeguarding and releagimjosmation from
medical records. At a minimum, instructions wil provided at the time of employment and on an ahipasis
thereafter. Normally, all patient medical recantbrmation will be released by Medical AdministaatiService.

b. Release of information will be from the offitpatient medical record. Generally, no releaidoe made of
highly confidential information or social data erning to the patient's family or a third partyfdrmation from the
medical record will be released only with the sidjeensent of the patient or the legal guardiamdhaompetent
patient, except as stated in this chapter.

c. The provisions of section Il of this chaptpply to the release of information from medicalaets unless
otherwise specified in this section.

d. Accredited representatives who hold a sigreedep of attorney will be given access to the pdtienedical record
except when the records contain information relédedrug or alcohol abuse, tests for or infectiatihhe HIV, or sickle
cell anemia (which requires the patient's speuifitten consent, which can be included in a poweattrney). The
record will be examined for medically harmful (siéime) information prior to review by the authorizeervice
organization representative. The representatilidbeicautioned about sensitive information to easuis not conveyed
to the patient. In any case where there is a guestgarding the existence of a valid Power obAiey, or an
individual's status as an authorized service omgdiain representative, health care facility persbmill verify both of
these matters with the Regional Office that man#tahe individual's claims folder before a disclaesis made.

e. An accounting of disclosures of informatioonfr patient medical records will be maintained agiired by
paragraph 9.25 and 38 CFR 1.576(c).
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9.39 TIME STANDARDS FOR RELEASE OF INFORMATION

a. Requests for release of information from #&ep#s medical record will be answered within 1Qrkaays from the
date of receipt. When it becomes apparent thatettpgested material cannot be provided withintiigframe, an
acknowledgment of written requests will be senhinitLO workdays of receipt. The requester wilkowised that the
information will be sent as soon as it becomeslabkE. VA Form Letters 30, 47 and 70-17, as appatg, are available
for this purpose.

b. When, for good cause shown, the informatiomo&be provided within 30 workdays from the déke tequest
was initially received, the requester will be inferd in writing as to the reason the informationncarbe provided and
the anticipated date the information will be avaliéa

9.40 REQUEST FOR AND CONSENT TO RELEASE INFORMATION

a. When consent of the patient is required teas# medical information, the request will be iitiag and include
the following information:

(1) Name and address of organization, agencydividual to whom information is to be released,;

(2) Type and extent of information requested;

(3) Periods of treatment involved;

(4) Purpose for which information is to be usedt (fequired when patients request a copy of their record);
(5) Signature of patient or other person auttearito consent to release; and,

(6) Date signed.

b. Consent may be given on VA Form 70-3288, Regier and Consent To Release of Information Fréam@nt's
Records, in correspondence requesting releasedsignine patient or person authorized to act ferghtient, or on
stationery or forms of the individuals, agenciesanizations to whom the information is to beaskd, signed by the
patient. The written consent or request for reezthe information must be clear as to the faat VA is specifically
named by the individual as being authorized toldsginformation. Information will not be disclakbased on a
blanket consent. Photocopies of authorizationsraqdests to release medical information are aabépt

c. Information concerning treatment which is fpgent to the date of the consent will not be dssd. However,
when specifically consented to by the patient itimg for such purposes as medical care cost regawemedical
indemnity insurance, information from a continu@asiod of care may be released periodically tosagiated recipient
on the basis of the patient's initial consent. &tesent must be specific as to the type of inftionao be disclosed, the
purpose of the disclosure, and the date, evempmdition upon which the consent will expire if mevoked before. The
date, event, or condition must insure that the eonhwill last no longer than reasonably necessasgetve the purpose
for which it is given.
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d. Written authorization for release of infornoatiis valid when obtained from:

(1) The patient.

(2) A court appointed legal guardian.

(3) Anindividual authorized in writing by the fEent (or the patient's legal guardian) to actia patient's behalf.

e. The PA provides for substituted consent fecldisure of information by the legal guardian of ardividual who
has been declared by a court of competent jurisditd be incompetent due to physical or mentadjacity or age.
The PA does not provide for substituted consettténcase of a nonjudicially declared incompetetiepa In the case
of a patient who does not have a court appointeddian, but is unable to give informed consenttease information
due to a physical or mental condition, disclosues/ime made only pursuant to an appropriate roussecfor the Patient
Medical Records PA system of records (24VA136).,, &kgutine Use No. 20, or other PA exception (2€BR
1.576(b) and par. 9.22). A VA Federal fiduciaryrawistratively appointed by the Veterans Benefithrnistration to
administer a beneficiary's VA monetary benefitasas empowered to exercise PA rights of the VA bieieafy who is the
subject of that appointment.

f. Unless otherwise specifically limited, a comstor release of information is valid for 6 monfihem the date
signed.

9.41 TRANSMITTAL OF MEDICAL INFORMATION

Medical information will be transmitted with theémilation that it is privileged and confidentiaformation which
should be handled with appropriate sensitivity gaderally should not be redisclosed without theseahof the patient.

9.42 REQUESTS FOR INFORMATION FROM RETIRED RECORDS

Requests for information from records which hagerbretired for storage to a Federal record cevitelbe processed
by the facility which retired the record, as follew

a. When appropriate, the information will be fehed from pertinent documents in the PMR (pergetealical
records) envelope which is maintained at the médesater.

b. When the requested information is not in thRRenvelope or the available information is noffisignt to
respond to a request, the retired record will loalted from the Federal records center and thernmdition furnished.
Recall requests to the records center must costdifitient information to identify the requestedoeds as well as the
purpose for retrieval. Patients and individualsngcon behalf of patients will not be advised eéguest information
directly from the Federal Records Center.

9.43 REQUESTS FOR INFORMATION REQUIRING REFERRAL T O DISTRICT COUNSEL

The following types of requests for informatiorilveie reviewed with the District Counsel and anigase of
information will be made only in compliance witrethinstructions:

a. Requests for medical information that is taibed in suits against the U.S. Government orgroaecution against
a patient that has been instituted or which isdpeontemplated.
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b. Subpoenas for medical records issued by oernuthe auspices of a court or quasijudicial bodyarcompanied by
a consent from the patient.

c. Requests for information which indicate potesitability for the cost of hospitalization and dieal services (such
as tort feasor, worker's compensation, or othed hérty cases), as categorized in M-1, Part Ipthal5.

9.44 RELEASE INCIDENT TO RECOVERY OF COSTS OF MEDICAL CARE

a. With Assignment of Claim. The patient's signature and assignment of clairdA Form 10-2381, Power of
Attorney and Agreement, constitutes proper authdoitrelease information from the medical recordhi extent
required to effect recovery of the costs for meldieme provided to patients in cases of tort feasorker's
compensation, automobile accident reparation ims,aand crimes of personal violence. The conm@MA Form 10-
2381 is sufficient to disclose information relatedreatment for drug or alcohol abuse, HIV, arakisi cell anemia.

b. Without Assignment of Claim

(1) In order to recover or collect the cost ofdial care from third-party health plan contradsied by patients,
medical record information that is required by tiealth plan contract may be disclosed to the ima@a&arrier on the
basis of Routine Use No. 14 of the Patient MedRedords PA system of records (24VA136). If theordaontains
drug or alcohol abuse, HIV, or sickle cell anemedinal information, the patient's written conseiit pe obtained on
VA Form 10-5345 to permit disclosure of the infotioa to the insurance carrier. Medical care cesbwery action will
not be initiated if the patient's written consenhot obtained to permit the disclosure of drugloohol abuse, HIV, or
sickle cell anemia information. However, in cagé®re a substantial bill is involved (i.e., $25,@d0nore)
consideration may be given to seeking a court of@#1J.S.C. 4132(b)(2)(D)) to permit disclosureuch cases will be
discussed with the District Counsel.

(2) For the purpose of collecting the cost of imaldcare, patient medical record information maydisclosed to the
Federal agency or non-VA health care institutiopmmvider that referred the patient when the mediaee is rendered
by VA under the provisions of a contract, shariggeament, or individual authorization. Such disales may be made
without the written consent of the patient under phovisions of Routine Use No. 34 of the PatieetiMal Records PA
system of records. The patient's written conséhbe obtained on VA Form 10-5345 to disclose mfiation related to
treatment for drug or alcohol abuse, human immuficidacy virus, or sickle sell anemia.

9.45 DISCLOSURES FROM RECORDS OF DECEASED PATIENTS
a. While under the Privacy Act, written authotiaa for release of information from a deceasedep#s medical
record is not required legally, as a matter of@glsuch an authorization should be obtained fioereidministrator or

executor of the patient's estate or from the fathgw{with preference given in the order listed):

(1) Surviving spouse (including spouse of comi@anmarriage where recognized by the State) ortathildren.

9-32



November 30, 1990 M-1, Part |
Chapter 9

(2) Parents, grandparents, or adult sibling.

(3) Aunts or uncles.

(4) Nieces or nephews.

(5) Others - cousins, etc. (in-laws not includetess there is no living blood relative).

b. The written authorization will include the mlents of a written consent described in paragrafde

c. The confidentiality provisions of the Privatgt do not apply to the records of deceased indiisl The
disclosure of particularly sensitive personal infation about a deceased person may, however, ¢éhréat privacy
interests of surviving family members or close agstes and should be protected from disclosurérrimation
concerning the deceased individual cannot be widhinem disclosure on the basis that disclosureld/gonstitute an
unwarranted invasion of the decedent's persong@yiunder the FOIA "invasion of personal privaexémption
provided in 38 CFR 1.554(a)(6). However, the privaf others named or identified in the medicabrds may be
protected under this exemption when it has beesriohirted that the information to be released reflecfavorably or
embarrassingly upon the others named so as toitthest clearly unwarranted invasion of their paeedqrivacy. The
record of a deceased individual is subject to theclaims confidentiality statute, 38 U.S.C 3301¢ &hne confidentiality
provisions of 38 U.S.C. 4132 concerning medicabrds related to drug abuse, alcoholism or alcobuoka, infection
with the HIV, and sickle cell anemia.

d. Title 38, United States Code, Section 3301quts from disclosure the deceased individual'senand address.
Information that would be injurious to the physiocalmental health of the surviving spouse, childpext of kin, and
information that would cause repugnance or resemtiogvard the decedent also may be protected; henyéha request
for such information has been made under the Fraexfdnformation Act it is questionable whether cem for the
reputation or memory of the decedent (as oppos#utetpersonal privacy of a survivor or other livipgrson) would
support withholding (see subparagraph c).

e. Title 38, United States Code, Section 4132qgts from disclosure, information which identifee$iving or
deceased individual and the existence and treatofi@htig abuse, alcoholism, infection with the HbBY,sickle cell
anemia. Records of a deceased individual thatidigcthis type of information can be released omittie purpose of
survivorship benefits for the deceased individualiwivor(s). (See par. 9.84.)

f. Information concerning a deceased patientl(ebieg information related to drug or alcohol ahuests for or
infection with the HIV, or sickle cell anemia tcetlextent that it is not included on the death fieatie) may be disclosed
to a funeral director for the purpose of proceeditty burial arrangements.

g. When the local coroner or medical examinémfisrmed of, or requests information in connectdth, the death

of a patient or former patient, all necessary imation that is required in order to conduct an ingimto the cause of
death will be released without the consent of & of kin.
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9.46 RELEASE OF AUTOPSY FINDINGS

a. Information from autopsy protocols may beaséal to a private physician when specifically rstpekin writing
by the next of kin. Normally, a copy of the autppfinical finding summary and the listing of claail-pathological
diagnoses on SF 503, Medical Record-Autopsy Pratedlb be disclosed. A copy of the autopsy praibwill not be
released for this purpose routinely.

b. When the next of kin requests a report ofatlpsy findings, a letter containing pathologuialgnosis in lay
terminology will be prepared by the primary phyaitior in case of absence, by a designee of thef 6hihe Bed
Service where the patient expired. The Chief, katuwy Service will assure the expeditious completf the autopsy
protocol and promptly provide the concerned Chfghe Bed Service with the gross autopsy findinghe Chief,
Medical Administration Service or designee will @gsthat a copy of the letter to the next of kifiled in the patient
medical record.

c. If the next of kin subsequently requests ayagfigthe autopsy protocol, the autopsy protocol ipayeleased if the
Chief of Bed Service or designee determines it camt€ontain information which could be injurioasthe physical or
mental health of the person in whose behalf therimétion is sought or cause repugnance or resehtmeard the
decedent. If the reviewing physician determinesahtopsy protocol does contain such informatio® autopsy protocol
will not be disclosed directly to the next of ki@n the advice of the reviewing physician, the Ehedical
Administration Service or designee will take ondhaf following actions:

(1) Arrange for the next of kin to discuss théoagy protocol with the primary physician or desigrat a time and
date mutually agreeable, or,

(2) Send a copy of the autopsy protocol to a joiays selected by the next of kin. The physicialh lve advised of
the reason for the referral.

d. If there is any indication that the requestédrmation will be used in a lawsuit, the Districounsel will be
informed promptly of the circumstances. No furthetions will be taken without guidance from thetict Counsel.

e. In all cases where the autopsy protocol revealg abuse, alcoholism or alcohol abuse, infaatith the HIV, or
sickle cell anemia information which is subjecatiditional disclosure restrictions, the autopsytquol will not be
disclosed to the next of kin unless the facilitydator determines that such disclosure is nece$satlye survivor to
receive benefits. These records may be releasexdter than survivorship benefit purposes if thpsgions relating to
drug or alcohol abuse, infection with the HIV, arkée cell anemia information can be appropriatijeted. Under the
survivorship benefit provision, sickle cell anerm#ormation may be released to a blood relativthefdeceased veteran
for medical follow-up or family planning purposes.

9.47 RELEASE TO NON-VA PHYSICIANS, HOSPITALS AND CLINICS
a. When a patient is referred to a VA facilitydyprivate physician and intends to return to #rees physician for

followup care, the patient will be encouraged tmsVA Form 70-3288 (or VA Form 10-5345) prior tdease from care
requesting that medical information be forwardeth®physician.
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b. When the individual received inpatient card arfiormation is needed before the hospital summaliypbe
available, SF 544, Statement of Patient's Treatnneay be prepared from the information in the maldiecord and
forwarded. Information provided on the SF 544 witllude discharge medications, followup recomménda, and a
notification that a copy of the complete hospitahsnary will follow. Copies of pertinent medicatmrd documents
may be sent in lieu of an SF 544. VA Form 70-32880-5345 will be retained in a suspense file panthe receipt
and dispatch of the final summary.

c. Other requests for release of pertinent médié@mation for treatment purposes to non-VA phigns and other
providers of health care, will be processed prompi/hen the individual has received inpatient card the summary is
not available, the procedure described in subpapdgb may be followed.

d. Health care facilities will develop local peatures for the prompt release of information to-W@énphysicians and
facilities for the purpose of treatment in emerggntations. These procedures will include thegiegion of
professional personnel and/or administrative perebwho will assist the outside caller. While cemisof the patient is
not required to release information under emergenditions, the medical record will be annotateéhthcate the
information released, the person to whom the infdrom was released, and the date. A notificatiothe disclosure will
be mailed to the patient at the last known address.

9.48 RELEASE OF INFORMATION FROM NON-VA MEDICAL RE CORDS

a. Private hospital or physician records thaehasen incorporated into the patient medical rexard subject to the
disclosure provisions of the Privacy Act. An indiwal requesting this type of record should be eraged to obtain the
information from the hospital or physician that leasitrol over the record. In the event that tlusrse of action is
unacceptable to the requester, prior to the disodosf the records, notice of the impending disasleshould be given to
the private hospital or physician stating the legguirement for VA to disclose the records anddating that the
disclosure will be made in 10 calendar days. Wihifeeed not be so stated in the notification, tluice would permit
the hospital or physician to take legal actionrgim such disclosure. If, after 10 calendar dagge elapsed and no
injunction has been served upon the Departmerditgotosure should be made.

b. Requests for information in the medical redbit was originated by another Federal agencybailteferred to the
agency that created the documents and the indivatlvésed of the referral or the individual will bevised that
additional time will be required for VA to consulith such other agency before a determination eaprbvided.
Information from medical records of beneficiaridother Federal agencies and allied governmendsetteor examined
in VA facilities will be released under the guidels provided in this chapter.

c. Disclosure of information in Armed Forces neadlirecords in VA custody will be made under thaglines
provided in this chapter and MP-1, part Il, chagdt2r

9.49 RELEASE OF INFORMATION FROM CLAIMS FOLDER

a. Requests for release of medical informatioveiterans' claims folders are normally handledngyROIA/PA
Officers at regional offices. Copies of compermati
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and pension examinations that are maintained ipatient medical record may be released by thdtheate facility.

b. When a request for access to individual recardolves medical information in a claims file athé regional
official responsible for the records concludes thatrecord may include medically sensitive infotiotathat may be
harmful to the individual, the request and relatédrmation will be referred to the nearest VA nealifacility for
processing. The request will be processed in decme with the provisions of paragraph 9.19.

9.50 SUPPLYING ABSTRACTS OR COPIES OF DOCUMENTS FROM PATIENT RECORDS AND
EXPRESSING OPINIONS REGARDING EMPLOYABILITY AND DEG REE OF DISABILITY

a. VA physicians may express an opinion conceraipatient's physical activity limitations as wadlwhen a patient
may be physically able to return to employment imatude work restrictions. However, except whequested by the
Veterans Benefits Administration or the Districtudsel, VA physicians and other employees will rieffeom
expressing opinions or conclusions concerning dividual's basic employability, degree of disapilir an individual's
ability to operate a motor vehicle. When this tghénformation is requested by other than VA persa, (with the
signed consent of the patient) sufficient informatirom the patient's medical record (to the extieat it exists) will be
provided in order that appropriate officials of tmganization or agency requesting such an opimay make the
determination. In any case where State law regliealth care professionals or facilities to repmthe Department of
Motor Vehicles information related to an individgareatment for conditions which impair the petsaility to safely
operate a motor vehicle, such reporting may beraptished under the procedures established in paphd?.51.

b. Normally, Medical Administration Service pensel are responsible for responding to requests fither
governmental agencies, attorneys, employers,fetanedical record information that is needed iogassing benefit,
insurance, disability, and other types of claimfarmally, VA physicians will not prepare medicapogts or complete
non-VA claims, disability or other types of formsguestionnaires for such purposes. When apprepaiathority is
present which permits disclosure of medical redofarmation, an abstract of the treatment informativill be provided
on SF 544, Statement of Patient's Treatment. Exoefimited situations where the circumstancesrauat the
completion of non-VA forms, the SF 544 will be stitoged for forms supplied by a requester. Whemnittiormation
normally provided on an SF 544 is insufficient anore detailed information is requested, additionfarmation (to the
extent authorized by the written consent or otlharity) will be furnished, such as photocopieshaf Discharge
Summary, History and Physical Examination, Proghis®s, etc.

9.51 RELEASE OF INFORMATION TO FEDERAL, STATE, COUN TY OR LOCAL GOVERNMENT
AGENCIES OR INSTRUMENTALITIES

a. Under the provisions of 38 U.S.C. 3301(e) @{&), and consistent with the Privacy Act, name address and
other information (other than drug abuse, alcoholis alcohol abuse, tests for or infection with EH¥/, or sickle cell
anemia) may be released from patient medical redordfficials of any criminal or civil law enforoent governmental
agency or instrumentality (including State, coumtyd local government health departments) chargddrapplicable
law with the protection of public health or safatyindicated below. (See par. 9.85 for disclosfiiaformation related
to
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infection with the HIV to public health authoritigsDisclosures may be made pursuant to subse886a(f)(2) in two
types of situations. The first category is disates made under the provisions of paragraph 9.223{7e second
category of disclosures made under the provisi®é8s3301(f)(2) consists of those disclosures benagle in response to
standing requests from law enforcement agencieshndrie charged with the protection of the publialtheor safety and
the implementation of reporting laws of a State] ahich seek reports on the identities of individughom VA has
treated or evaluated for certain illnesses, infudeconditions. In either instance, a qualifiedresentative of the
agency must make a written request which states wlmarmation is requested, the specific law enéonent purpose for
which the information is needed, and identify the Which authorizes the law enforcement activity.

b. Disclosures made under 9.22a(7) consistsositidisclosures being made in response to reqeestisved from a
law enforcement agency seeking specific portiongAfecords pertaining to and retrievable by thenaar identifier of
a specific person. Such a request would be forindtion needed in the pursuit of a focused (irtial specific and/or
incident specific) activity such as a civil or ciiral law enforcement investigation. In this cabe, written request from
the law enforcement entity would also have to nieetcriteria in paragraph 9.22a(7).

c. Standing requests differ from information resfg made as part of a specific investigation beamglucted by a
law enforcement entity in that standing requestsf@unded on State reporting requirements imposadstate statute or
regulation, on those individuals and organizatiwhich are subject to the jurisdiction of the Statdese reporting
requirements are generally designed to enhanceoteqh the public health or safety. The informatimught through a
standing reporting request lies outside of the sadffa focused law enforcement investigation int seh information is
not disclosed with the intent of providing inforneet for a specific investigation, even though itynsabsequently be
used as a basis upon which an investigation maybd&pther, information disclosed in response steading request is
provided for the purpose of cooperating with a&taporting requirement. Information so reportexy e used for the
implementation of some specific administration @ttie.g., suspension or revocation of a drivazenke, etc., or it may
be used for statistical purposes, e.g., registehiagncidence of certain types of illnesses oricadaonditions. One
other difference is pertinent. In the law enforeairinvestigation setting, the decision to seekageinformation on an
individual notwithstanding personal privacy consat®ns is made by officials of law enforcementiteeg. In the
standing reporting request setting, the decisisetk information on an individual generally hasrbmade a matter of
State law.

d. Notifications pursuant to a standing requesy tve accomplished for such State statute repoptingoses as
making notification to police departments of patietneated for gunshot wounds, reporting incidentsuspected abuse
and neglect (children, elderly and mentally illiwiduals), reporting of communicable diseases tolipthealth
departments, reporting of unusual deaths to cosozwed medical examiners, etc. Patient names aireésges that are
disclosed may be used only for the purpose statdtkirequest. Title 38, United States Code, I (mposes
penalties on any organization or member who wiiffukes the information for purposes other thaisétgo specified in
the request. The penalties include a fine of natenthan $5,000 in the case of a first offenserasidnore than $20,000
in the case of any subsequent offense.
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e. A file will be maintained on each agency thatmits a standing written request for informatiowler the
provisions of this paragraph. The health cardifadirector will acknowledge the receipt of aneagy's request and
advise the agency of the penalties regarding tlsesaiof the information and that the request maisipgalated in writing
every 4 years.

f. In addition to the disclosure provisions désed above, patient medical record information meyisclosed to
another Federal agency under the provisions of 38QJ 3301(b)(3) when the information is neededrier to perform
a function of the requesting agency. Disclosureteuthis provision must be permitted also by onmare of the
disclosure provisions of the PA described in paapgr9.22a.

9.52 BREATH ANALYSIS AND BLOOD ALCOHOL TEST

a. Requests by law enforcement officers and/eegonent officials for the taking of a blood samfstlem patients at
VA health care facilities, for analysis to determihe alcoholic content, will be denied. In thegeations the requester
will be advised that VA personnel do not have arithdo withdraw blood from a patient, with or wiht their consent,
for the purpose of releasing it to anyone for dateation as to its alcoholic content. If a bloddohol analysis is
conducted for treatment purposes, then these sasaly be released with patient's consent, or jporese to a valid
written request from a civil or criminal law enferoent activity that is made under the provisionpavhgraph 9.22a(7).

b. VA medical personnel have no authority to aaricchemical testing on patients for law enforcenpemposes.
However, VA personnel should not deny access tqpéd#ents to State and local authorities who, inpglgormance of
their lawful duties, seek to conduct blood alcotiobreath analysis tests (or other similar tests)rivestigative/law
enforcement purposes, unless the conduct of ssthweuld create a life-threatening situation fa patient. VA
personnel should not assist State or local lawreafoent officials in the performance of police ftioes which are
outside the official's authority. In every caseewhthe authority of the law enforcement officealinclear, District
Counsel should be contacted for guidance.

9.53 DISCLOSURE OF INFORMATION TO CANCER OR TUMOR REGISTRIES

a. VA medical record information relative to i@gnosis, treatment, and disposition of cancéumor cases, may
be disclosed without patient consent under thedotlg conditions:

(1) Disclosure of medical record data, excludiagne and address (unless the name and addressishiéa by the
requester), may be made when such informatiorgisested by any institution listed in the curreritdiin of the
American College of Surgeons as conducting an ajgoireancer program or cancer registry. The buolistupdated two
or three times each year and a copy may be obtainediting to the American College of Surgeons, TAT: Cancer
Office, 55 East Erie, Chicago, lllinois 60611.

(2) Disclosure of medical record data, includirgne and address, may be made to a cancer regigrgted by
the Department of Health and Human Services, on@gthereof, or other Federal agency. The heddeofequesting
agency or designee must submit a written requeistwhdicates that the information is needed ineottd accomplish a
statutory purpose of that agency.
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(3) Disclosure of medical record data, includiragne and address, may be made to other governnjeotaFederal)
cancer registries only if the law of the State undlleich the requesting cancer registry operatesireg health care
providers who are subject to State law to repomeaaddress and medical record data to the caegistny, and the
registry is operated by a State public health serar State health or safety agency which has fdereement authority.
A qualified representative of the agency must makeitten request that the name(s) and/or addrEsafel medical
record data be provided for a purpose requirecitwand identify the law involved. When disclosafénformation is
made under the provisions of this subparagraphetpgester must be aware of the penalty provisibd8 U.S.C.
330I(f). If the requester does not indicate inrbguest awareness of this penalty provision, assek of medical
information under this subparagraph will be accomgé by a precautionary written statement wordedlar to the
following:

"This information is being provided to you in resige to your request (each VA health care faalityuld
appropriately identify the request). Please basadivthat under the provisions of Title 38, Unigtdtes Code,
Section 3301(f), if you willfully use the patientiame and/or address for any purpose other thahdqgourpose
specified in your request, you may be found gwfta misdemeanor and fined not more than $5,0@0earcase
of a first offense and not more than $20,000 inchee of any subsequent offense."

(4) Disclosure of medical information may be méal@ cancer registry which has provided VA witlequate written
assurance that the record will be used solelystatistical research or reporting record. Howetrex,documentation
provided by VA to the requester must be in a fdnat is not individually identifiable.

b. Prior to disclosure of the requested inforomatihe assistance of the District Counsel wilsbaght, when
appropriate, in evaluating the applicable law retato the statutory authority of a governmentadrazy to gather
information on cancer patients.

c. Information disclosed subsequent to paragegphor (2) will be accompanied by a precautiorstiagement
worded as follows: "This information is confidaitand privileged and should be treated as is mastpin professional
and medical practice.”

9.54 DISCLOSURE OF MEDICAL RECORD INFORMATION FOR RESEARCH PURPOSES

a. Patient medical record information, includitagne and address, may be released to a Federalyagender to
conduct research that furthers their statutory ioissA qualified representative of the agency nmake a written
request and provide sufficient information concegrthe study to include the specific record infatiorathat is needed,
the purpose of the study, an explanation as tothevinformation will be used, the identificationtbe statutory
authority that requires the research study, andgrasses that the confidentiality of the informatieii be maintained.
Information may be disclosed to a Federal agemegsarch study contractor if satisfactory assuaaoe provided that
the contractor is required to maintain the confidgity of the information under the terms of thentract.
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b. Patient medical record information, excludiagne and address unless this information is provigethe
requester, may be disclosed to State, county at pmvernment agencies or nongovernment agenoietd purpose of
conducting research. A qualified representativihefagency must make a written request and protitficient
information concerning the study to include thecsfierecord information that is needed, the pugokthe study, and
an explanation as to how the information will bedis When patient names and/or addresses are pcy\ddtisfactory
assurance must be provided by the agency thagal bnd ethical requirements will be met to priotiee rights of the
individuals and that the confidentiality of theanfnation will be maintained.

9.55 REVIEW OF MEDICAL RECORDS FOR AUDIT AND EVALUA TION PURPOSES

a. To the extent that patient medical recordrmétion, including name and address informationelisvant and
necessary to the conduct of an audit or evaluatemgrds may be reviewed by or disclosed to tHewahg:

(1) VA personnel who need the information forlspairposes as special purpose or site visits, aadd reviews
under the HSRO program, clinical and administratesgearch and audits, and audits and investigatipissaff of the
VA Office of Inspector General.

(2) The General Accounting Office if the recomsnformation pertain to any matter within itsigdiction.

(3) Evaluation agencies under contract with VAahare charged with facility-wide monitoring of akpects of
patient care (such as the Joint Commission on Alifatéoon of Healthcare Organizations).

(4) Evaluation agencies under contract with VAtthre charged with more narrowly focused monitp(mg.,
College of American Pathologists, American Assadaiabf Blood Banks, etc.) to the extent that tHelimation is
relevant to their review.

(5) Members and staff of Congressional commitgeessubcommittees if the record pertains to stibj@dter for
which the committee or subcommittee has oversiggponsibility.

b. Individuals who conduct an audit or evaluatiowl receive or review patient medical record imiation will be
advised that the information is disclosed for andievaluation purposes only and that given itggtd, confidential
nature, should be handled with appropriate seitgitiatient identifying information may not bedrgclosed unless
such disclosure meets the requirements of 38 C5R6(b) and 38 U.S.C. 3301.

9.56 RELEASE OF PHOTOGRAPHS AND MEDICAL INFORMATION CONCERNING INDIVIDUAL
PATIENTS TO NEWS MEDIA

a. Photographs and medical information concermdiyidual patients may be released to news meilathe
signed consent of the patient on VA Forms 10-32033288, or 10-5345, as appropriate. In the o&sepatient with a
psychiatric condition, the responsible physiciarshuertify that the patient has sufficient underdtag and capacity to
comprehend the nature of the information. In tHoseances where the patient has been declarellyl@ganmpetent,
photographs or information may be released if emittonsent of the court-appointed legal guardignbegn obtained.
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b. Photographs and medical information concermidiyidual patients in drug or alcohol abuse, atiien with the
HIV, and sickle cell anemia treatment programs imayeleased to news media with the prior writtemseat of the
patient, provided the consent was given voluntaxily the disclosure would not be harmful to théepat The written
consent must comply with the provisions of pararey80. (See MP-1, pt. |, subpar. 4b(2), ch.Bngere also must be
signed consent for the redisclosure by the medisyen reporter.

c. VA public affairs policy is contained in MP{iart |, chapter 4.

9.57 REQUESTS FOR RELEASE OF PATIENT NAME AND/OR ADDRESS

a. The name and address of a patient or the&rabmts, wherever found in medical or other recarilsnot be
released without the patient's written consentaméeich disclosure is authorized by one or motkeotlisclosure
provisions of the PA (see 38 CFR 1.576(b) and $&?2) and 38 U.S.C. 3301. Under the provisionSaiftion 3301,
this information may be disclosed:

(1) To an authorized representative of the patidto has the express written consent of the patiieact on the
patient's behalf, and a court appointed legal gaardcting on behalf of the patient.

(2) When required by process of a Federal court.

(3) When required by a Federal agency for offipialposes of that agency (including Congress).

(4) When needed in mental competency proceedings.

(5) When needed in a State or municipal coud\(joling that VA determines disclosure is necessaiy proper).
(6) In connection with any VA proceeding for tt@lection of debts owed the Government.

(7) To any nonprofit organization if the reledséirectly related to VA programs and benefits.

(8) To any criminal or civil law enforcement gormental agency or instrumentality (Federal, Stedenty and local
government) charged under applicable law with tteégation of the public health or safety.

b. Any organization that wants to receive adishames and addresses of present or former patedttheir
dependents must make written application undeptbeisions of 38 CFR 1.519 to the Director, Offafdnformation
Resources Policies (72) at VA Central Office.

c. Requests for lists of educationally disadvgathveterans will be addressed to the Directon@iearest VA
regional office as provided in 38 CFR 1.519.

d. When a request is received from private omgiuns or individuals for names of patients fa purpose of
distributing gifts, the Director may furnish nanadgatients only with their consent.

e. When disclosure of the patient's addresstip@mnissible under the above guidelines, the reguenay be
advised that a letter, enclosed in an unsealed@reve
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showing the name of the beneficiary but no retadrass, and bearing sufficient postage, will bevésded by VA (see
38 CFR 1.518(c)). Letters for the purpose of amitiection, canvassing, or harrassing a patiertneil be forwarded.

9.58 DISTRIBUTION OF GAINS AND LOSSES SHEET TO RECOGNIZED SERVICE ORGANIZATIONS

a. The health care facility G&L (Gains and Losskset) identifies patients receiving care by ndaejal Security
number and ward/bed section. Its main purposeiisform medical center components who have a fareslich
information of daily changes in the patient popiolat

b.  Accredited representatives of recognized vagesarvice organizations assigned and furnishecespahe
medical center or regional office may be furnishezbpy of the daily G&L sheet provided a one-timéten application
to the Chief, Medical Administration Service is radaly the individual responsible for assigning teresentative. The
request must state the purpose for which the irdéiom is sought and how the purpose is directlyneated with the
conduct of programs and utilization of benefits enditle 38, United States Code. The organizatnust certify that all
those with access to the information on the G&Letlaee aware of criminal penalties under 38 U.83D.1 and will not
use the information for any purpose other thandtated in the application.

c. G&L sheets provided to recognized service ogdions will contain a cautionary statement stachpn the face
of the G&L sheet. The language to be used fordtaitement is:

"This information is provided only for purposesetitly connected with the conduct of programs
and the utilization of benefits under Title 38 atharized by 38 U.S.C. 330I(f). Any unauthorizedendary
use of this information will subject the violatar ¢riminal penalties of up to $5,000 for a firstenfse and
$20,000 for a subsequent offense.”

d. G&L sheets containing names of patients wiedrareceipt of treatment for drug abuse, alcohalimfection with
the HIV, or sickle cell anemia may also be furnsihecognized service organizations as stated ipasalraph b.,
provided the patients are not identified as such.

e. The application and certification will be ket file in the office of the Chief, Medical Admatration Service.
9.59 FEDERAL PARENT LOCATOR SERVICE

a. The Department of Health and Human Servicesatgs the Federal Parent Locator Service whichestablished
to obtain and transmit to authorized State ageniritmation as to the whereabouts of any absaremi in order to
locate such a person for the purpose of enfordilg support obligations.

b. Individual State parent locator agencies shaok contact VA health care facilities directly fxdress

information on absent parents. Any requests receby VA health care facilities for assistanceoicelting an absent
parent will be returned to the
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requesting agency and provided with the addrefiseofFederal Parent Locator Service:

Director, Parent Locator Service Division
Office of Child Support Enforcement
Department of Health and Human Services
370 L'Enfant Promenade SW, Fourth Floor
Washington, DC 20447

9.60 OBTAINING MEDICAL INFORMATION FROM PRIVATE PHY SICIANS AND NON-VA
FACILITIES

a. The Chief, Medical Administration Service @sijnee is responsible for the prompt dispatclegfiests for
medical information available from outside sourard needed in the examination and treatment pro¢@sseceipt,
requested material will be made available to thesgian without delay.

b. Consent of a patient on VA FL 10-212 or egl@mgis required to obtain medical information éamination or
treatment purposes.

9.61 LOAN OF X-RAY FILM

a X-ray film loaned to VA health care facilitibg private physicians and non-VA institutions agecies will be
properly identified and safeguarded to prevent tvsgestruction. The Chief, Medical AdministratiSarvice in
conjunction with the Chief, Radiology Service va#t up controls to ensure the prompt return ofdfilmnen they are no
longer needed.

b. M-2, part XI outlines policy and procedurestite loan of VA X-ray film for treatment purposes.
9.62 RELEASE OF MEDICAL RECORDS TO COURTS, QUASIJUDICIAL BODIES AND ATTORNEYS

Requests for records which include informatiomated to drug abuse, alcoholism or alcohol abuses fer or
infection with the HIV, or sickle cell anemia wile processed in accordance with the provisionsafan 1V, paragraph
9.86.

a. Acceptance of a Subpoena for Medical Records

(1) Generally, a subpoena served on a healthfaaitiy is a subpoena duces tecum which requaremdividual to
produce documents, records, paper or other evideregudicial court for inspection. Subpoenas raly for medical
records, or specific documents, X-ray films, efcsubpoena is not sufficient authority to disclosedical records unless
the subpoena is signed by the judge of a courtasrapanied by the written consent of the patierdselrecords are the
subject of the subpoena. This applies to fedstale, municipal and administrative agency subpmena

(2) The District Counsel will be notified in @lhses where a health care facility receives a avddr for the
production of records or a subpoena for recordfiema subpoena for medical records is receivedhakinot issued or
approved by the judge of a court, or accompaniethéyvritten consent of the patient, upon advicenfthe District
Counsel, either personnel from the health carditiaor the District Counsel will notify the partgsponsible for the
issuance of the subpoena that VA is not authoriaetisclose the medical record in response theréhey will be
advised that
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for VA to have disclosure authority with regardstech subpoened Privacy Act record, the requestaldwveeed the
written consent of the specific individual whoseaels are protected under the Privacy Act, a aanalgr, or a request
that complies with any of the other exceptionsh®t¢onsent requirement which are set forth in stlmse(b) of the
Privacy Act (see 38 CFR 1.576(b)).

(3) Usually, health care facility Directors arnmed in the subpoena. Substitutions for the pesstered to present
records in court normally are made in advance efdite when records are to be produced and witbathgent of the
party causing the service of a subpoena.

b. Release of Medical Record Information to Courts, Qasijudicial Bodies and Attorneys

(1) Litigation Involving VA. Where a suit has been threatened or institutathsigthe Government, or a
prosecution against a patient has been institutégllzeing contemplated, the request of the patiettie patient's
attorney or duly authorized representative for roadiecords will be referred to the appropriatetitisCounsel for a
determination of the action to be taken.

(2) Litigation Not Involving VA - U.S. Courts. Information from a patient's medical record \u#l released for use
in proceedings in a Federal court in responseciouat order or a subpoena that is issued or apfrbye judge of the
court. When the request is not in behalf of thé&dhStates the cost of producing and reprodudiagecord will be
paid in advance.

(3) Litigation Not Involving VA - State, County and Municipal Courts, and Administrative Agencies
Functioning in a Quasijudicial Capacity. Information from medical records may be reledsegroceedings in these
courts in response to a court order or a subpdeiasissued or approved by a judge of the coddditionally, either
consent of the patient or an affidavit from theatey desiring the records is required. The afiidaill state:

(8) The character of the proceedings.

(b) The purpose for which the requested recorel$cabe used in evidence.

(c) When the information in the records is touged against the patient, evidence will be prodticatfurnishing of
the records is necessary to prevent perpetratiraod or other injustice. Any requests for docataer records in suits

adverse to the patient will be referred to the misCounsel.

(d) If the subpoena includes a copy of the aggsimotion in which the issuance of the subpogssaught and the
motion includes information that is sufficient trge the purpose of the affidavit, an affidavibhat required.

(e) The individual who obtained the subpoena lélifurnished requested copies of the record péigment of the
proper fee.

(4) Release to Attorneys for Use in Suits Not Involvinghe Government. Direct requests from attorneys for
copies of information in VA medical records for usesuch suits will be accompanied by the signetseat of the
patient.

c. Producing Medical Records in Court or in Quasijudidal Proceedings
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(1) Prior to producing the original medical redtdm court, the record will be reviewed for complatss, making
certain all reports have been filed and no sigeatare missing. Any medical records of periodsané or treatment
which have no bearing on the case under consideratiless listed on a court order will be removétie expense of
production of the record and reproduction of thdseuments that are intended to be offered in edelshould be
ascertained in advance. Further, an agreemenbeviltached, if possible, with the court concertinggtime the VA
employee will be needed with the records to avo#s lof time. Any such arrangements which cannaobepleted in
advance should be discussed promptly by the pradwernployee with the clerk of the court. Healthedacility
Directors are authorized to waive charges incideproduction of records or testimony of withesséen:

(a) A copy of a record or document will serveaagibstitute for the personal appearance of a @Gment witness
who has been requested by a court;

(b) VA has a reimbursable bill to collect, and fties are produced at the request of the patiergurance company
from which VA seeks reimbursement or at the reqaé#ie patient's attorney who is cooperating Wi or,

(c) When the evidence is sought on behalf optfesecution in a criminal case and the prosecuatirigorities are not
lawfully authorized to pay such charges. Howefers and mileage allowance prescribed by Statetstaill be
collected.

(2) VA records will remain in the custody of a \énployee at all times. An employee who merelpdsirecords to
a judicial proceeding will promptly report theirgzence to the clerk of the court. The employee lmayequested to
take the witness stand but will limit testimonyidentification of the record and will not commenmt the content of the
record.

(3) Itis advisable to prepare a photocopy ofréeord. If the judge or the attorney requeststhtée record or part
of the record to be held in evidence, permissiaukhbe obtained to substitute the copy so thabtlggnal may remain
in the custody of VA. The custody and disclosur¥ A medical records is governed by 38 U.S.C. 33@ich provides
that VA records are confidential and privilegedd @uthorizes the Secretary of Veterans Affairs &kerules governing
their production in court. This regulation hasteeblished in the Federal Registerd has the force and effect of law.
Itis found in 38 CFR 1.511(b) and (c). Healthectacilities may wish to summarize the contentthefmedical record
on a data sheet, i.e., Page 1, VA Form 10-1000s RPa§F 504, etc. A copy of the data sheet shoellcetained and the
original taken to court with the record. If theucbinsists on retaining the original records oy aortion thereof, the VA
employee will obtain an itemized receipt, speciythe purpose for which the judge is retainingréeords and the date
when VA will regain custody. When a data sheefsisd to summarize the contents of the record, ytheaused to
obtain such receipt. The data sheet will fac#itaview of the record for completeness whenri¢isrned.

(4) When an employee is requested to testifheédacts contained in the record and the factsmitieir knowledge,
a determination will be made as provided in 38 AFBR22 whether disclosure of any part of the reeaodld be
detrimental to the physical or mental health ofggatient. When the record contains informationcithas been
determined injurious to the patient, the employékask the court that contents of the record r@disclosed and that
the employee not be required to testify.
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9.63 LEAVE, FEES AND EXPENSES RELATED TO COURT APREARANCES

The policies concerning court leave, employeegappg as witnesses, temporary duty travel of eygas appearing
as witnesses, and the charging of fees relatedcto appearances are contained in MP-1, part Ipteh&.

9.64 PROCEDURES RELATED TO COURT APPEARANCES

Health care facilities will develop procedurestell to employees presenting testimony and/or \¢Angs in court.
The assistance of the District Counsel will be exted in developing these procedures to assureliemog with VA
regulations and State requirements.

9.65-9.74 (Reserved.)

SECTION IV. RELEASE OF MEDICAL RECORD INFORMATION RELATED TO DRUG
ABUSE, ALCOHOLISM OR ALCOHOL ABUSE, TESTS FOR OR IN FECTION WITH
THE HIV (HUMAN IMMUNODEFICIENCY VIRUS), OR SICKLE C ELL ANEMIA

9.75 DEFINITIONS

a. Alcohol Abuse. The term "alcohol abuse" means the use of arhalimbeverage which impairs the physical,
mental, emotional, or social well-being of the user

b. Contractor. The term "contractor" means a person who provgegices to VA such as data processing, dosage
preparation, laboratory analyses or medical orrgthefessional services. Each contractor who ifopming services
that are related to the treatment of patients fag @r alcohol abuse, HIV, or sickle cell anemiastrhe required to enter
into a written agreement which requires the comtrato: institute appropriate procedures for safeding the
information; resist in judicial proceedings anyoef§ by others to obtain access to patient infolonahat is not
otherwise releasable under 38 U.S.C 4132; andestshfhe contractor to the provisions of 38 U.S&¢ctions 3301 and
4132, 5 U.S.C. 552a (The Privacy Act) and 38 CFHYa(g).

c. Diagnosis. The term "diagnosis" means any reference to dirigual's alcohol or drug abuse, or to a condition
which is identified as having been caused by thase, or any reference to sickle cell anemia @cindn with the HIV
which is made for the purpose of treatment or rafdor treatment, or, in the case of HIV, testirydiagnosis prepared
for the purpose of treatment or referral for treattrbut which is not so used is subject to the igions of this chapter.
These provisions do not apply to a diagnosis of dreerdose or alcohol intoxification which cleaslyows that the
individual involved is not an alcohol or drug abugeg., involuntary ingestion of alcohol or drugsreaction to a
prescribed dosage of one or more drugs).

d. Drug Abuse. The term "drug abuse" means the use of a psytiieatbstance for other than medicinal purposes
which impairs the physical, mental, emotional, acial well-being of the user.

e. Infection With the Human Immunodeficiency Virus. The term "infection with the human immunodefiagn
virus" means the presence of laboratory evidenchdman immunodeficiency virus infection. For fheposes of this
chapter, the term includes the testing of an imllial for the presence of the virus or antibodiethéovirus and
information related to such testing (including $estth negative results).
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f. Patient. The term "patient" means any individual or subjglco has applied for or been given diagnosis or
treatment, rehabilitation, education, training,legtion, or enrolled in a research study for drbgse, alcoholism or
alcohol abuse, infection with the HIV, or sickldl@emia or sickle cell trait. The term includasy individual who,
after an arrest on a criminal charge, is intervidard/or tested preliminary to a determinatioroaaligibility to
participate in a treatment or rehabilitation pregraTlhe term "patient” for the purpose of infectisith the HIV or
sickle cell anemia, includes one tested for theafis.

g. Records. The term "records" means any information receiwddained or maintained (whether documented or
not) by an employee or contractor of VA, for thegmse of seeking or performing VA program or atyiviinctions
regarding an identifiable patient for drug abuseglzolism, infection with the HIV, or sickle celhamia. This includes
a primary or other diagnosis or other informatidmch identifies, or could reasonably be expecteideatify, a patient
as having one of these conditions (e.g., alcohgthussis, drug dependence), but only if such diaignmrsinformation is
received, obtained or maintained for the purposgeeking or performing one of the program or atiftinctions.
Program or activity functions include evaluatioeatment, testing, counselling, education, trainfeabilitation,
research, or referral for one of these conditiofise provisions of this chapter do not apply iffsdtagnosis or other
information is not received, obtained or maintaif@dhe purpose of seeking or performing a furrctio activity
relating to one of these conditions for the patierguestion. Whenever such diagnosis or otherimétion, not
originally received or obtained for the purpos®né of the program or activity functions, is latised for such a
purpose those original entries become a "record'th@ provisions of this section thereafter applyhbse entries.
These provisions do not apply to records or infdromathe disclosure of which could not reasonaldyelpected to
disclose the fact that a patient has been connedgthcé VA program or activity function relating tme of these
conditions.

(1) The following are examples of instances whgmecords or information related to alcoholisndorg abuse are
covered by the provisions of this chapter:

(a) A patient with alcoholic delirium tremensadmitted for detoxification. The patient is offdreeatment in a VA
alcohol rehabilitation program which he declines.

(b) A patient who is diagnosed as a drug abysgiiess for and is provided VA drug rehabilitatioratment.

(c) While undergoing treatment for an unrelatestiioal condition, a patient discusses with the fgles his use and
abuse of alcohol. The physician offers VA alcotadiabilitation treatment which is declined by tlaignt.

(2) The following are examples of instances whgmecords or information related to alcoholisndorg abuse are
not covered by the provisions of this section:

(a) A patient with alcoholic delirium tremens gnaitted for detoxification, treated and releasethwib counseling
or treatment for the underlying condition of alctém.
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(b) While undergoing treatment for an unrelateetlival condition, a patient informs the physicida distory of
drug abuse 15 years earlier with no ingestion ofdisince. The history and diagnosis of drug alsudecumented in
the hospital summary and no treatment is sougithédypatient or offered or provided by VA during therent period of
treatment.

(c) While undergoing treatment for injuries sirgtd in an accident, a patient's medical recortbimented to
support the judgment of the physician to presccigx@ain alternate medications in order to avoidsjims drug
interactions in view of the patient's enrollmend areatment in a non-VA methadone maintenance progrThe patient
states that continued treatment and follow-up béllobtained from private physicians and VA treatnfienthe drug
abuse is not sought by the patient nor provideaffered by the staff.

h. Sickle Cell Anemia or Trait. The term "sickle cell anemia” includes any atitd@ relating to testing, diagnosis,
treatment, or any other procedure relating to theasse.

i. Treatment. The term "treatment" means the management aredofar patient for drug abuse, alcoholism or
alcohol abuse, infection with the HIV, or sickldl@emia, or a condition which is identified avimg been caused by
one or more of these conditions, in order to redwoaliminate the adverse effects upon the pati&he term includes
testing for the HIV or sickle cell anemia.

9.76 GENERAL

a. The provisions of this section apply to arfgimation, whether or not recorded, which is maigd in connection
with a drug abuse, alcoholism, infection with HiM,sickle cell anemia program or activity and plohdisclosure of
patient records unless permitted by this secti8n)3.C. Sections 3301 and 4132, 42 CFR 2.1-2.8F21796), and
the PA. The prohibition on disclosure appliesnfmimation which would identify an individual agleug abuse,
alcoholism, HIV, or sickle cell anemia patient. cépt where authorized by a 38 U.S.C. 4132 courtrorb information
covered by this section may be used to initiateutnstantiate any criminal charges against a patietat conduct any VA
or non-VA investigation of a patient.

b. The following types of communications do nonstitute disclosures of records:

(1) Communication of information between or amaffgpersonnel who have a need for the information i
connection with their duties in the provision oflik care, adjudication of benefits, or in carrymg administrative
responsibilities related to those functions, inglgdpoersonnel of the Office of the Inspector Gehet® are conducting
audits or evaluations.

(2) Communications between VA and a contractanfairmation needed by the contractor to perforgirthervices.

(3) Communications with law enforcement officestsich are directly related to a patient committoxghreatening to
commit a crime on the premises of a health cariéitfacr against personnel of VA. The disclosuférdormation must
be limited to the circumstances of the incidertiuding the patient status of the individual invadvin the incident, the
individual's name and address when a written redtms the law enforcement agency has been suliratteprovided in
paragraph 9.51, and the individual's last knownredieouts.
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(4) Communications of information to the Depantinef Justice or U.S. Attorneys who are providingzort in
litigation or possible litigation involving VA.

(5) Communication of information which includesither patient identifying information or identifld numbers
assigned to patients, or information that wouldeotise, under the circumstances, not identify &pat

c. The provisions of 38 U.S.C. 4132, this chaptet 42 CFR 2.1-2.67 (52 FR 21796) do not apphgtords of
identity, diagnosis, prognosis, or treatment paitgj to any given individual maintained over anyipe of time in
which the program or activity function terminatetbp to (and was never resumed subsequent to):

(1) Inthe case of drug abuse, March 21, 1972.

(2) In the case of alcoholism or alcohol abusay M4, 1974.

(3) In the case of sickle cell anemia, Septembdn73.

(4) Inthe case of infection with the HIV, May 21988.
9.77 CONFIDENTIALITY

a. Information contained in records related tagdor alcohol abuse, HIV, or sickle cell anemid i confidential
and may be disclosed or used only as authorize88ly.S.C. 4132, 42 CFR 2.1-2.67 (52 FR 21796),thisdsection.
These records may not otherwise be disclosed afinsgny civil, criminal, administrative, or legagive proceeding
conducted by any Federal, State, or local authority

b. Any authorized disclosure from records reldatedrug or alcohol abuse, HIV, or sickle cell amgnwvhether with
or without the patient's consent, will be limitedthat information which is necessary in light loé heed or purpose for
the disclosure.

c. The presence of any inpatient in a medicalifiaéor resident in a residential facility) foné¢ treatment of drug or
alcohol abuse, HIV, or sickle cell anemia may blenawvledged to callers and visitors with the patgewnritten consent.
Without a written consent, the presence of anytieptor resident in a facility for the treatmeiffitaovariety of
conditions may be acknowledged if done in such yaaganot to indicate that the patient is beingte@dor drug or
alcohol abuse, HIV, or sickle cell anemia.

d. Any request for disclosure of patient medrealrds which is not permissible under 42 CFR 26I-252 FR
21796) and this section, must be responded taniayethat will not reveal that an identified indivial has been, or is
being treated for drug or alcohol abuse, HIV, okl& cell anemia.

9.78 SECURITY FOR RECORDS
Appropriate precautions must be taken for the réyoof records that are covered by this sectibVritten records

containing any patient information will be keptarsecure room or in a locked file cabinet, safeimilar container,
when not in use. Access to information storedomputers will be limited to authorized VA employeeso have a
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need for the information in performing their dutieBhese security precautions will be consistetti 88 CFR 1.575-
1.584. The facility policy governing the accessuge, and the release of patient medical infoonadiscussed in
paragraph 9.37a will include procedures concerraggrds related to treatment for drug or alcoholsab HIV, and
sickle cell anemia.

9.79 PATIENT IDENTIFICATION CARDS AND PUBLIC SIGNS

a. A health care facility may not request or isga patient to carry an identification card ospess another form of
identification while away from the facility premisavhich would identify the individual as a patiéeing treated for
drug abuse, alcoholism or alcohol abuse, HIV, cklsicell anemia.

b. A health care facility may maintain cardskéits, or other devices to assure positive ideatifie of patients,
correct recording of attendance or medicationpoother proper purposes, provided that no pressuyeught on any
patient to carry any device when away from thelitsici Drug or alcohol abuse, HIV, or sickle ceieamnia patients may
not be required to wear pajamas, robes, wrist hasds that are different from other patients aith would identify
them to health care facility staff or others as\gdreated for one or more of these conditions.

c. Treatment locations should not be identifigdsigns that would identify individuals enteringeoxiting these
locations as patients enrolled in a drug or alcalise, HIV infection, or sickle cell anemia pragrar activity.

9.80 DISCLOSURE WITH PATIENT'S CONSENT

a. The written consent of the patient is requftedisclosures from records covered by this sectixcept in
situations covered by paragraphs 9.85 and 9.8@refited representatives of authorized servicerazgéions must
have a patient's specific signed consent, suchAaBdrm 10-5345, in addition to the signed poweattbrney, unless the
power of attorney contains specific language aighmay VA disclosure of records covered by this getto the
representative. With the written consent of thigepé which is given freely, voluntarily, and witlibcoercion,
information may be disclosed in accordance with tie@sent to any individual or organization namethie consent.
Disclosures to central registries and in conneatigh criminal justice referrals must meet the riegunents of
paragraphs 9.82 and 9.83, respectively. The sigargent must be provided on VA Form 10-5345 awriting and
contain the following:

(1) The name of the facility which is permittedrhake the disclosure (such a designation doegreotude the
release of records from other VA health care faefliunless a restriction is stated on the corfeemt).

(2) The name or title of the person or the nafrt@organization to which disclosure is to be mad
(3) The name of the patient.
(4) The purpose of the disclosure.

(5) The extent or nature of information to becltised.
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(6) A statement that the consent is subject¥oaation at any time except to the extent thabadtias been taken in
reliance thereon and a specification of the dateng or condition upon which it will expire withbaxpress revocation.

(7) The date on which the consent is signed.

(8) The signature of the patient, or the sigreatifrthe person authorized to give consent indiktlne patient in the
case of a minor, incompetent or deceased patient.

b. Any consent will have a duration no longemthizat reasonably necessary to satisfy the purjposehich it is
given.

c. Information will not be disclosed on the basis consent form which--
(1) Has expired;

(2) Substantially fails to conform to any of #t@nsent requirements;

(3) Is known to have been revoked; or

(4) Which is known, or in the exercise of reasdaaare should be known, to the VA personnel tonaterially false
with respect to any item of the consent requirement

d. Other than the patient who is the subjechefrhedical record, no person or entity may be advibat a special
written consent (such as VA Form 10-5345) is rezplin order to disclose medical record informatielating to drug
abuse, alcoholism or alcohol abuse, tests forfeciion with the HIV, or sickle cell anemia. Whexgerson presents
VA with an insufficient consent for records proetty 38 U.S.C. Section 4132, VA must, in the pssagf obtaining a
legally sufficient consent, correspond only witk fhatient whose records are involved or the legatdjan of an
incompetent patient or next of kin of a deceaseikpia and not with any other person.

9.81 PROHIBITION ON REDISCLOSURE

Whenever a written disclosure is made with théep#is written consent, the disclosure will be aapanied by a
written statement substantially as follows:

"This information has been disclosed to you fremords protected by Federal confidentiality
rules (42 CFR Part 2, 52 FR 21796). Federal npekibit you from making any further disclosuretlois
information unless further disclosure is expregaymitted by the written consent of the person honv it
pertains or as otherwise permitted by 42 CFR PaA Beneral authorization for the release of maldic other
information is NOT sufficient for this purpose. &Rederal rules restrict any use of the informatiion
criminally investigate or prosecute any human imaaeficiency virus, sickle cell anemia or alcohodoug
abuse patient.”
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9.82 PREVENTION OF MULTIPLE ENROLLMENTS (NOT APPLIC ABLE TO HUMAN
IMMUNODEFICIENCY VIRUS OR SICKLE CELL ANEMIA RECORD S)

a. For the purpose of this paragraph:

(1) The term "central registry” means an orgaivonawhich obtains from two or more member prograpagient
identifying information about individuals applyifigr maintenance treatment or detoxification treatinfor the purpose
of avoiding an individual's concurrent enrolimemniore than one program.

(2) The term "member program" means a non-VAxiftation treatment or maintenance treatment paogwhich
reports patient identifying information to a cehtegistry and which is in the same State as tbatral registry or is not
more than 125 miles from any border of the Statgtiith the central registry is located.

b. For the purpose of preventing the multipleoéinrent of a patient, with the patient's writtemsent a health care
facility may disclose patient records to a centegfistry which is located in the same State, ooismore than 125 miles
from any border of the State, or to any non-VA d#tcation or maintenance treatment program notertban 200 miles
away. A disclosure may be made when the patiemtdepted for treatment, the type or dosage afithg is changed, or
the treatment is interrupted, resumed or terminafidte disclosure must be limited to patient idgmtg information,
type and dosage of the drug, and relevant daths.di&closure only can be made with the patienttsan consent which
meets the requirements of paragraph 9.80. Theeabnsust list the name and address of each ceatstry and each
known non-VA detoxification or maintenance treatinerogram to which a disclosure will be made. Thasent may
be so indicated to authorize disclosure to anyViardetoxification or maintenance treatment prognahich is
established within 200 miles after the conseniisrgwithout naming any such program. When a paigeenrolled in
another program, the VA health care facility anel tiember programs may communicate as necessagyify that no
error has been made and to prevent or eliminaterattyple enrollment.

c. Information that is disclosed to a centraigeyg or non-VA detoxification or maintenance traant program to
prevent multiple enrollments may not be redisclosedatient identifying information used for anyrpase other than
the prevention of multiple enrollments unless sdislclosure is authorized by an appropriate coutéor

9.83 CRIMINAL JUSTICE SYSTEM REFERRALS

a. With the written consent of the patient, infiation may be disclosed to those persons withirctimeinal justice
system who have made patrticipation in a treatmeagram a condition of the disposition of any criadiproceedings
against the patient or of the patient's paroletoerorelease from custody. Disclosure may be noadieto those
individuals within the criminal justice system whave a need for the information in connection wtligsr duty to
monitor the patient's progress (e.g., a prosecutitayney who is withholding charges against théepg a court granting
pretrial or posttrial release, probation or pamffecers responsible for supervision of the pafient

b. The written consent must meet the requiremaipsragraph 9.80 and must state the period duvinigh it
remains in effect. The period must be reasonadking into
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account;
(1) The anticipated length of the treatment;

(2) The type of criminal proceeding involved, tieed for the information in connection with theafi disposition of
that proceeding, and when the final disposition @gkcur; and

(3) Such other factors as the facility, the pdtiand the person(s) who will receive the disalestonsider pertinent.

c. The written consent must state that it is catbe upon the passage of a specified period @f tinthe occurrence
of a specified, ascertainable event. The timecougence upon which consent becomes revocableomayp earlier
than the individual's completion of the treatmemtigsgam and no later than the final dispositionhaf tonditional release
or other action in connection with which the cortseas given.

d. Information disclosed to individuals withiretieriminal justice system under this section maydasclosed and
used only to carry out that person's official deitiéth regard to the patient's conditional releasether action in
connection with which the consent was given.

9.84 INCOMPETENT AND DECEASED PATIENTS

a. When consent is required for a disclosuresitien consent may be given by an incompetent pggieourt
appointed guardian.

b. Consent for disclosures from the record oéeedsed patient treated for drug or alcohol abtidg,or sickle cell
anemia may be given by the next of kin, executdmiaistrator, or other personal representativénefdeceased.
Disclosure will be made only for the purpose ofadting survivorship benefits for the deceased p#siesurvivor(s).
This would include not only VA benefits, but alsayments by the Social Security Administration, \astk
Compensation Boards or Commissions, other Fedgfatie, or local government agencies, or nongovaenhamities,
such as life insurance companies. Under the sarship benefit provision, sickle cell anemia infation may be
released to a blood relative of a deceased veferanedical follow-up or family planning purposeBisclosures may be
made without a written consent in order to compihwederal or State laws requiring the collecibeath and other
vital statistics. Information may be discloseditooroner or medical examiner in response to alstgmequest in order
to permit inquiry into a death for the purpose efatmining cause of death.

9.85 DISCLOSURE WITHOUT PATIENT'S CONSENT

a. Medical Emergencies

(1) Patient information may be disclosed to maldiersonnel who have a need for information abhqatient for the
purpose of treating a condition which poses an idiate threat to the health of that patient or atmeopatient and
which requires immediate medical intervention.

(2) Patient identifying information may be diss#al to medical personnel of the FDA (Food and Drug

Administration) who assert a reason to believe titealth of any individual may be threatene@uberror in the
manufacture, labeling, or sale of
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a product under FDA jurisdiction. FDA may use itfermation for the exclusive purpose of notifyipgtients or their
physicians of potential dangers.

(3) Following the disclosure of information undeese provisions, the employee making the discéosill make an
accounting of the disclosure in accordance withAeand 38 CFR 1.576(c) and document the disclasuttee patient's
medical record setting forth in writing:

(&) The name and address of the medical perstmmé¢iom the disclosure was made and their affiliatvith any
health care facility;

(b) The name of the individual making the disates

(c) The date and time of the disclosure;

(d) The nature of the emergency (or error, ifrég@ort was to FDA);

(e) The information disclosed; and

(f) The authority for making the disclosure (3&LC. 4132(b)(2)(A)).

(4) A written notification of the disclosure wille mailed to the patient's last known address.
b. Disclosure of information related to infection wih the HIV to public health authorities

(1) Information relating to an individual's infean with the HIV may be disclosed from a mediedard to a
Federal, State, or local public health authorist il charged under Federal or State law with théeption of the public
health. A Federal or State law must require dsale of the information for a purpose that is ariedl by law and a
qualified official of the public health authorityust make a written request for the information.e Tisclosure of patient
name and address under this paragraph must betteetraiso by 38 U.S.C. 3301(f)(2) which providestfte disclosure
of patient name and address to any criminal of lziwi enforcement governmental agency or instrualégptcharged
under applicable law with the protection of the lpribhealth so long as the disclosure is for a pub&alth enforcement
purpose authorized by law. A State law under whichquest for such information is made must regtisclosure of
name, address and infectious disease informatidritenlaw must provide the State public health ageavith authority
to impose fines or other penalties against thodeioiuals who are subject to the jurisdiction o thublic health agency
but fail to comply with the State's reporting reguients. Accordingly, where a State HIV reporteg does not
empower the public health agency to impose sarsfimnnonreporting, VA has no authority under 38IC.. 3301(f)(2)
to disclose name and address information to subliqoliealth agencies for State reporting purpoddsere is authority
under those circumstances to report HIV informattmut without the name and address of the patiletibing so would
serve a useful purpose (38 U.S.C. 3301(e)). Indbion related to HIV infection may be releasedtfa purpose of
public health enforcement, however, it may notédeased for public safety purposes (38 U.S.C. 4082)(C)(i)).

(2) The policy included in paragraph 9.51 willfodowed in the release of information to publiedith authorities.
Information that is disclosed will be limited tcath
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information which is required by law. In makingliaclosure of HIV infection information under an\Hpublic health
authority disclosure requirement, information gaflgrmay not be released regarding a patient'snvesat for drug
abuse, alcoholism or alcohol abuse, or sicklear@dimia. Information concerning an individual's osaeedles for self-
injection of drugs not prescribed by a physiciaryina reported to public health officials in theleotion of data base
information as a social and risk factor if the mf@tion is obtained in connection with a progranactivity relating to
testing for or infection with the HIV. However,cguinformation cannot be reported if it is recordgdvA for the
purpose of treatment for drug abuse.

(3) The person to whom patient name and addnéssmation is disclosed will be notified in writingat the
information may not be redisclosed or used for @se other than that for which the disclosure made. The
notification will inform the person that anyone whiolates any provision of 38 U.S.C. Section 41@2the prohibition
on redisclosure of a name or address for a purpthez than the one for which the disclosure wasenalall be fined
up to $5,000 in the case of a first offense antbup0,000 in the case of a subsequent offense.

(4) In any case where a public health authordty tequested the reporting of name, address, &exdious disease
information and the District Counsel has determitieed the State law under which the reporting veagiested is not
sufficient under 38 U.S.C. 3301 and 4132 to pethdtdisclosure of patient name and address, tketinfis disease
information will be reported using a Soundex coather than patient name and address.

c. Disclosure of information related to infection withthe HIV to the spouse or sexual partner of the p&nt:

(1) The treating physician or a professional a@lor may disclose information indicating that &iqu# is infected
with the HIV if the disclosure is made to the spoo$the patient, or to an individual whom the @atihas, during the
process of professional counseling or of testindetermine whether the patient is infected withuines, identified as
being a sexual partner.

(2) Disclosure may be made only if the treatihggician or counselor, after making reasonabler&sffo counsel and
encourage the patient to provide the informatiothospouse or sexual partner:

(a) Reasonably believes that the patient willproide the information; and

(b) That the disclosure is necessary to protechealth of the spouse or sexual partner.

(3) If the treating physician or counselor whaieseled the patient about providing the informatmthe spouse or
sexual partner is unavailable due to absence @méat leave or termination of employment, disclesuay be made by

another physician or counselor.

(4) Before any patient gives consent to beintetefor the HIV, as part of pre-test counseling, platient must be
informed fully about this notification provision.

(5) In each case of a patient with a positive l#%t result who has a spouse or has identifiegddividual as a
sexual partner, the treating physician or profesdio
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counselor will document in the progress notes efrtiedical record the factors that are consideradhatbad to a
decision as to whether an unconsented disclosuteedfllV infection information should be made te fhatient's spouse
or sexual partner. Any disclosure will be fullyadmnented in the progress notes of the patient'scaleecord.

d. Research Activities

(1) Subject to the provisions of this subparaljrapd paragraph 9.54, drug or alcohol abuse, Higjakle cell
anemia medical records with patient identifyingpmhation may be disclosed for the purpose of comagscientific
research if it is determined by the Chief Medicakbtor or Medical Center Director that the recigief the information
is qualified to conduct the research. The indiglduust have a research protocol under which tleeriration will be
maintained in accordance with the security requénaisiof paragraph 9.78 (or more stringent requirgshend will not
be redisclosed except as permitted under subpgtag?d. The individual must furnish a written staent that the
research protocol has been reviewed by an indepegdeup of three or more individuals who foundt e rights of
patients would be adequately protected and thghdkential benefits of the research outweigh artemttal risks to
patient confidentiality posed by the disclosureeufords.

(2) A person conducting research may disclossindtion obtained under subparagraph (1) only badkA and
may not identify any individual patient in any repof that research or otherwise disclose patiéaniities.

e. Audit and evaluation activities

(1) Subject to the provisions of this subparaljrapd paragraph 9.55, drug or alcohol abuse, Higjakle cell
anemia medical records with patient identifyingoimhation may be disclosed for the purpose of cotmagi@udit and
evaluation activities.

(2) Patient medical records, consistent withghavisions of the PA and 38 U.S.C. 3301, may belaéed in the
course of a review of records on VA facility preegdo any person who agrees in writing to compti wie limitations
on redisclosure and use in subparagraph (4) wheeautit or evaluation functions are performed [State or Federal
governmental agency on behalf of VA, or it is deteed by the facility Director that the individualqualified to
conduct the audit or evaluation activities.

(3) Patient medical records, consistent withphevisions of the PA and 38 U.S.C. 3301, may bésresd and
copied by any person who is determined by the na¢éacility Director to be qualified to conduct thedit or evaluation
activities. The individual must agree in writirgrhaintain the patient identifying information iocerdance with the
security requirements provided in paragraph 9.78n@re stringent requirements) and destroy alptagent identifying
information upon completion of the audit or evaioat

(4) Patient identifying information disclosed @ndhis subparagraph may be disclosed only bavt&tand used
only to carry out an audit or evaluation purpos#odnvestigate or prosecute criminal or othendit#is as authorized by
a court order under the provisions of paragrapbe€.8

f. DEA (Drug Enforcement Administration) and FDA (Food and Drug Administration) for specified statutory
audit activities concerning the health care faciliy

9-56



November 30, 1990 M-1, Part |
Chapter 9

(1) Authorized agents to the DEA and FDA are pieth access to treatment facilities in order toycaut their
program oversight duties under the Controlled Sarizsts Act, the Comprehensive Drug Abuse PreveatidnControl
Act of 1970, and the Federal Food, Drug and Cosrdett. These agents may have access to patientaheecords in
order to conduct these audit activities. Howeirethe event these activities shift from auditriedstigation, the Agency
may no longer have access to medical records utilegbtain a court order.

(2) The agents may be provided with patient naamelsaddresses for the sole purpose of auditingriftying
records. They must exercise all reasonable priecesuto avoid inadvertent disclosure of patiennidees to third parties
and may not compile any information in a registrypersonal data bank.

9.86 COURT ORDERS AUTHORIZING DISCLOSURE AND USE
a. Legal Effect of Order

(1) Records that relate to drug abuse, alcohatisaicohol abuse, HIV, or sickle cell anemia maydisclosed if
authorized by an appropriate order of a court ofipetent jurisdiction (Federal or State) under ttevigions of 42 CFR
2.1-2.67 (52 FR 21796). An application for a carder must use a fictitious name such as "Johri Boeefer to any
patient. A subpoena is not sufficient authorityatghorize disclosure of these records. An ord#éraizing a disclosure
that is issued by a Federal court compels discdostithe record. However, such an order from &eStaurt only acts to
authorize the health care facility Director to exee discretion to disclose the records. The phoees set forth in 38
CFR 1.511(c) should be followed in responding &tate court order (see par. 9.62).

(2) In assessing a request to issue an ordecpotlm is statutorily required to weigh the pubfiterest and the need
for disclosure against the injury to the patieatthe physician-patient relationship, and to tleatiment services. To
assist the court in weighing the interests involied court order disclosure, a health care fagitifter consultation with
District Counsel, may provide the court expert evice from VA health care professionals explainirgeffect a court
order could have on a patient's privacy, the pafdgsician relationship, and the continued viapitif the treatment
program. Upon granting an order, the court, iredaining the extent to which any disclosure ofoalany part of any
record is necessary, is required by statute to s@@ppropriate safeguards against unauthorizelbslise (38 U.S.C.
4132(b)(2)(D)). A Federal or State court ordeptoduce records will not be sufficient, unlessahaer reflects that the
court has imposed appropriate safeguards.

b. Not Applicable to Records Disclosed to Researcherapditors and Evaluators. A court order may not
authorize personnel who have received patientiigerg information from VA without patient consefdr the purpose
of conducting research, audit or evaluation, taldise that information or use it to conduct anynamal investigation or
prosecution of a patient. However, a court orday authorize disclosure from VA and the subsequsatof such
records to investigate or prosecute VA personnel.

c. Disclosures for Noncriminal Purposes.An order authorizing the disclosure of patiemtorels for purposes other

than criminal investigation or prosecution may ppleed for by any person having a legally recogdizgerest in the
disclosure which is
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sought. The application may be filed separatelgsopart of a pending civil action in which it appethat the patient
records are needed to provide evidence. An apjgitanust use a fictitious name to refer to anygratand may not
contain or otherwise disclose any patient idemiyinformation unless the patient is the appli@artias given a written
consent (meeting the requirements of par. 9.8d)dcosure or the court has ordered the recortleptoceeding sealed
from public scrutiny.

(1) The patient and VA must be given adequateaand an opportunity to file a written respors¢he application,
or to appear in person, for the limited purposprof/iding evidence on whether the statutory andleggry criteria for
the issuance of the court order are met.

(2) Any oral argument, review of evidence, orrirggon the application must be held in the judgh@mbers or in
some manner which ensures that patient identifyifaymation is not disclosed to anyone other thaay to the
proceeding, the patient, or VA, unless the patiegtiests an open hearing in a manner which me=tsritien consent
requirements of paragraph 9.80. The proceedingintdyde an examination by the judge of the patienbrds.

(3) An order may be entered only if the couredetines that good cause exists. To make thismétation the court
must find that other ways of obtaining the inforimatare not available or would not be effective #melpublic interest
and need for the disclosure outweigh the poteirtjaty to the patient, the physician-patient redaship and the
treatment services.

(4) An order authorizing a disclosure must lidigclosure to those parts of the patient's recdridlware essential to
fulfill the objective of the order and to those g@ns whose need for the information is the basithioorder. The order
must include such other measures as are necesdanyttdisclosure for the protection of the patiethe physician-
patient relationship and the treatment servicesh(sis sealing from public scrutiny the record of proceeding for
which disclosure of a patient's record has beearer.

d. To Criminally Investigate or Prosecute Patients.An order authorizing the disclosure or use ofgmdtrecords to
criminally investigate or prosecute a patient mayapplied for by VA or by any person conductingeistigative or
prosecutorial activities with respect to the endonent of criminal laws. The application may bediseparately, as part
of an application for a compulsory process, or peading criminal action. An application must askctitious hame to
refer to any patient and may not contain or othesvdisclose patient identifying information unléss court has ordered
the record of the proceeding sealed from publiotsgy.

(1) Unless an order under subparagraph e. ishéavith an order under this subparagraph, VA mesgiven
adequate notice of an application by a person peifg a law enforcement function. In addition, VAish be given an
opportunity to appear and be heard for the limgarpose of providing evidence on the statutory ragdilatory criteria
for the issuance of the court order, and an oppiytto be represented by counsel. Any oral argupreview of
evidence, or hearing on the application shall He imethe judge's chambers or in some other mawhérh ensures that
patient identifying information is not disclosedanyone other than a party to the proceedinggdtient, or VA. The
proceeding may include an examination by the juafgbe patient records.
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(2) A court may authorize the disclosure andafggatient records for the purpose of conductirgiminal
investigation or prosecution of a patient onlyhié tcourt finds that all of the following criteriaeamet:

(a) The crime involved is extremely serious, sastone which causes or directly threatens loifeadr serious
bodily injury including homicide, rape, kidnappiraymed robbery, assault with a deadly weapon, hild abuse and
neglect.

(b) There is a reasonable likelihood that therds will disclose information of substantial valnehe investigation
or prosecution.

(c) Other ways of obtaining the information aot available or would not be effective.

(d) The potential injury to the patient, to tHeypician-patient relationship and to the abilityv# to provide services
to other patients is outweighed by the public ie$¢and the need for the disclosure.

(e) If the applicant is a person performing a &orcement function, VA has been representecbpsel
independent of the applicant.

(3) Any order authorizing a disclosure or us@atients records must limit disclosure and usédse parts of the
patient's record which are essential to fulfill tigective of the order and to those law enforcdraed prosecutorial
officials who are responsible for, or are condugtithe investigation or prosecution. The ordertriiost their use of
the records to the investigation and prosecutiath@ficrime or suspected crime that is specifigthiénapplication. The
order must include any other measures that aressageto limit disclosure and use to the fulfillmhen only that public
interest and need that is found by the court.

e. To Investigate or Prosecute VA.An order authorizing the disclosure or use ofgratrecords to criminally or
administratively investigate or prosecute VA, ompdogees or agents of VA, may be applied for by dmiaistrative,
regulatory, supervisory, investigative, law enfoneat, or prosecutorial agency that has jurisdictiear VA activities.
The application may be filed separately or as pbat pending civil or criminal action against VA (@gents or
employees) in which it appears that the recordseeeled to provide material evidence. The appdicahust use a
fictitious name to refer to any patient and maycwitain or otherwise disclose any patient idemgyinformation
unless the court has ordered the record of thespding sealed from public scrutiny or the patiexs given a written
consent to the disclosure.

(1) An application may, at the discretion of tloaid, be granted without notice. Although no esgraotice is
required to VA or to any patient whose recordstaree disclosed, upon implementation of an ordar ithgranted, VA
or the patient must be given an opportunity to gegkcation or amendment of the order, limitedhi® presentation of
evidence on the statutory and regulatory critaiatie issuance of the court order.

(2) The order must be entered in accordance waitt,comply with the requirements of, subparagragBsand c(4).
The order must require the deletion of patient tifging information from any documents that are mavailable to the
public.

(3) No information obtained as a result of theesrmay be used to conduct any investigation asegaration of a
patient, or be used as the basis for an
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application for an order to criminally investigateprosecute a patient.

f. Use of Undercover Agents and Informants.An order authorizing the placement of an undeec@gent or
informant in a VA drug or alcohol abuse, HIV infiect, or sickle cell anemia treatment program asraployee or
patient may be applied for by any law enforcemengrosecutorial agency which has reason to belieaeemployees or
agents of the VA treatment program are engagednmir@al misconduct. The health care facility Ditr@cmust be given
adequate notice of the application and an oppdyttmiappear and be heard (for the limited purpdg@oviding
evidence on the statutory and regulatory criteiatie issuance of the order). The order may baetgd without notice
if the application asserts a belief that the Divecs involved in the criminal activities or wilhientionally or
unintentionally disclose the proposed placemetiiécemployees or agents who are suspected of tivdies.

(1) An order may be entered only if the couredetines that good cause exists. To make thismétation the court
must find that there is reason to believe thatrapleyee or agent of VA is engaged in criminal dttivhat other ways
of obtaining evidence of this criminal activity aret available or would not be effective, and tihat public interest and
need for the placement of an agent or informanweigih the potential injury to patients of the pragr physician-
patient relationships and the treatment services.

(2) The order must specifically authorize thecplaent of an agent or informant and limit the tpediod of the
placement to six months. The order must prohiftgtagent or informant from disclosing any patieeniifying
information obtained from the placement exceptexersary to criminally investigate or prosecuteleyges or agents
of the treatment program. The order must alsaidelany other measures that are appropriate todmyi potential
disruption of the program by the placement andtgntial for a real or apparent breach of patemntfidentiality, such
as sealing from public scrutiny the record of argcpeding for which disclosure of a patient's rddwas been ordered.

(3) No information obtained by an undercover agennformant may be used to criminally investgat prosecute
any patient or as the basis for an applicatiorafoorder to criminally investigate or prosecuteatgnt.

9.87 DISCLOSURE TO PATIENT'S FAMILY AND OTHERS

With a patient's valid sighed consent, informationcerning the patient's treatment for drug ootadt abuse, HIV, or
sickle cell anemia may be disclosed to any perstmwhom the patient has a personal relationshijsclosure will not
be made in any case where the person responsittieefpatient's treatment determines that the aiscé would be
harmful to the patient.

9.88 DISCLOSURES TO THIRD PARTY PAYERS

In the absence of a court order (see above),adigi of drug or alcohol abuse, HIV, or sickle egiémia patient
information to third party payers may be made avity the written consent of the patient. Any sudi$closure must be
limited to that information which is reasonably assary for the discharge of the legal or contradcthkgations of the
third party payer. Medical care cost recoveryactvill not be initiated if the patient's writteoresent is not obtained to
permit disclosure of the necessary
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information. In cases where a substantial bilhi®lved (i.e., $25,000 or more) consideration rhaygiven to seeking a
court order (38 U.S.C. 4132(b)(2)(D)) to permitaltisure. Such cases will be discussed with th&iBiounsel.

9.89 DISCLOSURES TO CONGRESSIONAL OFFICES

a. When an inquiry made at the request of apaisaeceived from a Congressional office andrédwpiest concerns
drug or alcohol abuse, HIV, or sickle cell anemiedinal information, the information will not be ealsed unless the
patient's specific written consent is provided,ahhincludes the eight required elements identifreplaragraph 9.80. If
an appropriate consent is provided, the Memberoofgtess will be advised that the information haenbdisclosed from
records whose confidentiality is protected by Fetkew. The Member of Congress will be further iadd that Federal
regulations (42 CFR Pt 2) prohibit any further thisare of the information without the specific weit consent of the
patient. A general authorization for the releals@formation is not sufficient for that purposH.an appropriate consent
is not provided, the Member of Congress will beiseld that the request concerns information thdalisce of which is
prohibited by Federal law and is therefore notudeld in the response. When appropriate, the pati#ibe contacted
in order to obtain the appropriate written consent.

b. The provisions of paragraph 9.23b apply twests that are made on behalf of a Committee oc@uinittee of
Congress when the inquiry concerns drug or alcahake, HIV, or sickle cell anemia medical reconis the
information is needed for an oversight function.

9.90 PENALTIES

a. Any person who violates any provision of 3&IC. 4132 or 42 CFR 2.1-2.67 (52 FR 21796) shafinssl not
more than $5,000 in the case of a first offensd,rant more than $20,000 in each subsequent offense.

b. Where an individual has committed one offeasg, offense committed under the same section ootgr section of
these provisions will be treated as a subsequéstigd.
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